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We propose for the first time, to the best of our knowledge,
the use of optimized random phases (ORAPs) in a double
random phase encryption scheme (DRPE). In DRPE
schemes the convolution between two random phase func-
tions encrypts the information to be secured. However, in
actual encryption applications, this convolution of random
phases also results in unwanted effects like speckle noise.
In this Letter we show that under certain conditions this
noise can be drastically reduced. These conditions can be
easily achieved by using ORAPs. These ORAPs, besides
containing information about the parameters of the optical
system and maintaining all the security properties of a
random phase function, ensure that the encrypted data is
a phase-only function. This leads to a great increase in
system performance, with decryption quality similar to
the reconstruction of a phase-only hologram generated with
the Gerchberg–Saxton algorithm. We show both numerical
and experimental results confirming the validity of our
proposal. © 2018 Optical Society of America
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The staggering amount of information being generated by
modern societies presents the challenges of how to adequately
and efficiently process, store, protect, and transfer this data. To
help address these challenges, optical systems have been the
subject of intense research, due to their potential capability
to achieve light-speed information processing.

One of the applications of optical information processing is
encryption, whose objective is accomplishing fast and secure
data protection. The first proposed method is the double ran-
dom phase encryption (DRPE), introduced by Refreiger and
Javidi with a 4f scheme [1]. Further developments lead to
DRPE being implemented in many optical schemes [2,3], of
which one of the most common is the joint transform corre-
lator (JTC) [4]. In these schemes, information contained in
an optical field is coded into stationary white noise by the

optical correlation between two random phase-only functions.
One of these phase-only functions multiplies the information
to be encrypted, and the other will provide the encryption key.

The encryption procedure can be reversed by knowing the
phase function corresponding to the encryption key, thus
obtaining the original data.

Despite the many schemes proposed for optical encryption,
and the possible advantages they present over traditional
systems, there are some common issues to all DRPE schemes
limiting their usefulness in real-world scenarios. The first of
these issues is related to the security of the DRPE schemes itself.
Several theoretical and experimental attacks against these sys-
tems have been demonstrated [5,6], and while most proven
attacks require auxiliary information to be successful, pro-
posals to harden the system are the subject of several recent
works [7–9].

The other main issue with the DRPE schemes is related to
the degradation of the decrypted data compared to the original
information. This degradation manifests itself as speckle noise.
There have been proposals to avoid this noise, most notably the
use of containers that codify the information to be encrypted
into a representation more resistant to the adverse effects of the
encryption procedure [10,11]. However, other works have fo-
cused in identifying the source of this noise [12,13]. The main
conclusion from these works is that the correlation between the
random phase functions during decryption is one of the main
sources of degradation, producing random correlation noise
(RCN). With these findings, in previous works we imple-
mented a pixel separation technique consisting in altering
the geometry of the input object to minimize the degradation
during the encryption–decryption process [13]. While the
resulting increase in quality was remarkable, the approach
has the drawback of requiring larger encryption setups to
process the same input. In this Letter, we further examine
the noise in encryption, and find a set of conditions for both
the encryption key and the object that will theoretically
allow the elimination of the RCN. To meet these conditions,
we propose the use of specially tailored phase functions that
take into account the dimensions and optical characteristics
of the encrypting scheme. These optimized random phases
(ORAPs) are random phase functions optimized to ensure that
the Fourier transform (FT) of their product with an intensity

3558 Vol. 43, No. 15 / 1 August 2018 / Optics Letters Letter

0146-9592/18/153558-04 Journal © 2018 Optical Society of America

https://orcid.org/0000-0001-7525-9541
https://orcid.org/0000-0001-7525-9541
https://orcid.org/0000-0001-7525-9541
https://orcid.org/0000-0003-3260-0521
https://orcid.org/0000-0003-3260-0521
https://orcid.org/0000-0003-3260-0521
https://orcid.org/0000-0003-3139-0593
https://orcid.org/0000-0003-3139-0593
https://orcid.org/0000-0003-3139-0593
mailto:alejandrov@ciop.unlp.edu.ar
mailto:alejandrov@ciop.unlp.edu.ar
mailto:alejandrov@ciop.unlp.edu.ar
mailto:alejandrov@ciop.unlp.edu.ar
https://doi.org/10.1364/OL.43.003558
https://crossmark.crossref.org/dialog/?doi=10.1364/OL.43.003558&domain=pdf&date_stamp=2018-07-17


pattern is a near phase-only function. ORAPs were first pro-
posed to generate phase-only holograms [14], and as such have
the added advantage of allowing the use of phase-only spatial
light modulators to achieve optical reconstruction of optically
encrypted scenes.

We will study the JTC encryption scheme to demonstrate
the effectiveness of our proposal. This cryptosystem is one of
the most used, because encrypted data is stored as an intensity
pattern and has lower experimental requirements compared to
other schemes like the 4f.

In Fig. 1 we show a basic scheme of the JTC cryptosystem.
In this scheme the input plane has the object and key window
(which is simply an empty window) separated a distance 2b,
placed in the focal plane of a convergent lens. The input plane
is in contact with a ground glass diffuser (GGD) to generate the
random phase functions. At the conjugate plane there is an
intensity recording medium.

This recording medium registers the joint power spectrum
(JPS) of the light coming from the input plane, given by

J�u, v� � jF�u, v�j2 � jK �u, v�j2
� F � �u, v�K �u, v� exp�4πibu�
� F�u, v�K � �u, v� exp�−4πibu�, (1)

where F �u, v� and K �u, v� are the FT of f �x, y� �
o�x, y�r�x, y� and k�x, y�, respectively, with o�x, y� the object
to be encrypted, 2b the separation between the key window
and the object, and r�x, y� and k�x, y� the random phases of
the light propagating through the object and key window,
respectively.

While the JPS contains the encrypted data, it also includes
additional information about the system that can render it vul-
nerable to attacks [6]. We can perform a filtering procedure
[15] to avoid this vulnerability, where we discard the informa-
tion corresponding to the first three terms of Eq. (1), retaining
the fourth, which is the encrypted object. For decryption, we
just multiply the encrypted object by K �u, v�, obtaining

D�u, v� � F �u, v�K ��u, v�K �u, v�: (2)

After performing the inverse FT of Eq. (2), we obtain the
decrypted data as

d �x, y� � f �x, y� ⊗ k��x, y� ⊗ k�x, y�: (3)

As we can see, the decrypted data is the convolution
between the object multiplied by a random phase function
and the self-correlation of the key window random phase.
The effect of this convolution is usually disregarded, by making
the assumption that it is approximately equal to a delta Dirac

function. However, this convolution is one of the main sources
of degradation of the decrypted data. This is because the
autocorrelation of k�x, y� not only presents a sharp central peak
like a Dirac delta, but also a low intensity “cloud” of noise
around it. This “cloud” is the RCN [13].

Since this noise is convolved with the object, it leads to a
speckle bloom effect around the borders of its bright regions,
severely diminishing the overall contrast of the image. This ef-
fect can be minimized by segmenting and separating the bright
regions of the image, yet this is not always possible or desirable.

However, another approach to reduce this noise can be
done by guaranteeing that K �u, v� is a phase-only function.
Therefore, the product with its complex conjugate is equal
to unity, and the RCN is avoided. We use the concept of
ORAP to achieve this goal. An ORAP is generated from a ran-
dom phase function by applying several iterations of the
Gerchberg–Saxton (G–S) algorithm [16] using the pupils of
the optical system in the input and output plane as intensity
targets. In the input plane the target intensity is the key window
and in the output plane is a window with the same dimensions
as the recording medium. The result of this algorithm is a
key function k�x, y� whose FT K �u, v� is nearly a phase-only
function.

In Fig. 2 we show numerical results of the autocorrelation of
a key function k�x, y�. We used a simulation space with reso-
lution 1080 × 1080 pixels and generated a random phase with
resolution 300 × 300 pixels to obtain the results in Fig. 2(a).
For Fig. 2(b) we generated an ORAP with target size of 300 ×
300 in the input plane and 1080 × 1080 in the Fourier plane
with 10 iterations of the G–S algorithm. The sharp central peak
of the autocorrelation has been suppressed to show the RCN,
and both plots are normalized to the same value. As we ex-
pected, using an ORAP to generate the key function results
in a significantly lower RCN.

We also found another approach to increase the quality of
the decrypted data. This method consists in discarding the am-
plitude of Eq. (2), retaining only its phase. This eliminates the
RCN, since it results from the amplitude part of K �u, v�. The
disadvantage of this procedure is that by discarding the ampli-
tude part of F �u, v� we are losing information about the object,
resulting in degradation after reconstruction. To avoid this
issue, we use an ORAP in place of the random phase r�x, y�
that multiplies the object. Therefore, F �u, v� will be nearly
a phase-only function. In addition, if we use an ORAP to gen-
erate the key, then Eq. (2) will be nearly a phase-only function,
and discarding its amplitude will result in very little degradation
in the reconstructed data, while eliminating the RCN.

We test the effectiveness of our proposal by numerically
simulating a JTC scheme to encrypt three input objects using
random phases and then performing decryption before and

Fig. 1. Scheme of a JTC cryptosystem. L, lens; GGD, ground glass
diffuser.

Fig. 2. Autocorrelation of k�x, y� with central peak suppressed for:
(a) random phase and (b) optimized random phase.
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after discarding the amplitude of Eq. (2). Then we encrypt the
same inputs using ORAPs in both the object and the key and
decrypt after discarding the amplitude of Eq. (2). The results
are shown in Fig. 3. In the decryption results using nonopti-
mized random phases, we can see that the effect of RCN causes
considerable degradation in the decrypted data. This degrada-
tion is greatly reduced when using only the phase of Eq. (2) for
decryption, since the amplitude part that is responsible for the
RCN is discarded. As we show, the loss caused by discarding the
amplitude part of the encrypted image is more than compen-
sated by the reduction in RCN, resulting in a net increase of the
correlation coefficient of the decrypted data when compared
with the input. Using ORAPs produces further improvement;
however, there is still some remaining noise also caused by the
discarding of the amplitude part of Eq. (2), since the FT of an
ORAP is only approximately a phase-only function, not a
pure one.

In the results of Fig. 3, the key had 300 × 300 pixels and the
object 450 × 450 pixels. The simulation space size was 1080 ×
1080 pixels. For the generation of the ORAP that is used as the
key, the intensity target in the input plane was a white square
with 300 × 300 pixels. For the ORAP that will multiply the
input object, the intensity target in the input plane was also
a white square with 450 × 450 pixels. For both ORAPs the
target in the Fourier plane was another white square covering
the entire 1080 × 1080 simulation space. The ORAPs were ob-
tained after 10 iterations of the G–S algorithm. As simulation
parameters we used a wavelength of 532 nm, a lens focal length
of 150 mm, and a pixel size of 8 μm.

An interesting consequence of the proposed method to
increase the quality of the decrypted data is that it also makes
straightforward the use of optical encryption in holographic
displays. The reason is that both the encrypted data and its
product with the FT of the key function [Eq. (2)] are nearly
phase-only functions. This means that we can directly project
it using a phase-only liquid crystal on silicon (LCoS) spatial

light modulator (SLM), performing a complete optical
reconstruction of the object. However, it is worth noting that
in holographic displays there are additional sources of noise
than in the decryption-encryption process. In particular, the
randomness of the phase in the reconstruction plane produces
speckle, which is found in all diffuse holograms [17].

We now proceed to experimentally demonstrate the exper-
imental reconstruction of decrypted objects by using the
scheme of Fig. 4. To do this we take the phase of Eq. (2) ob-
tained using both normal phase and ORAPs, using the same
parameters as in the results of Fig. 3, discard its amplitude,
and multiply it by a phase grating to achieve off-axis
reconstruction of the object. This is necessary to avoid crosstalk
with the nondiffracted light coming from the SLM in the
reconstruction plane. The reconstruction is then performed
optically with a converging lens.

As display we use a PLUTO-2-VIS-016 SLM with a reso-
lution of 1920 × 1080 pixels and a pixel pitch of 8 μm. The
SLM had 93% fill factor and 67% reflectivity, and was cali-
brated for a linear phase response in the range 0–2π. The light
source was a diode-pumped solid-state (DPSS) laser with
a wavelength of 532 nm and 150 mW of power. The
reconstruction lens had a focal length of 150 mm. The intensity
images of the reconstructed objects were registered using an
EO-10012C CMOS camera with resolution of 3840 × 2748
pixels and pixel pitch of 1.67 μm.

First, we want to experimentally determine the optimal
number of iterations of the G–S algorithm needed to generate
the ORAPs for encryption and reconstruction of the decrypted
data. To do this, we encrypted the same inputs of Fig. 3 using
ORAPs with increasing number of iterations. Then, we calcu-
lated the correlation coefficient between the intensity of the
experimentally decrypted objects and the original objects.

As we can see in Fig. 5, the correlation coefficient increases
rapidly with the amount of iterations, until approximately 10
iterations. Further iterations produce a smaller gain in quality.
Iteration number 0 corresponds to encryption–decryption
using normal random phases.

In Fig. 6 we show the decrypted object with ORAPs
generated with 10 iterations. As reference, we show the
reconstruction of a Fourier phase-only hologram of the input
object generated with 10 iterations of the G–S algorithm.

Fig. 3. Numerical results obtained with a JTC cryptosystem.

Fig. 4. Optical reconstruction scheme for decrypted data. M, mir-
ror; L, lens; BS, beam splitter; CS, collimation system; SLM, spatial
light modulator.
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We also show the correlation coefficients (CC) between the
result and the original object (see inputs column in Fig. 3).
As mentioned previously, there is additional degradation due
to the random phase in the reconstruction plane; however,
the reconstruction quality of the decrypted object is close to
the reconstruction of the hologram generated with the G–S al-
gorithm and surpasses the quality of the results with normal
random phases. Additionally, we show the result of decryption
with wrong keys. The resulting pattern is a stationary white
noise, demonstrating that the ORAP does not compromise
the security of the system.

The analysis and results shown in this Letter demonstrate a
new approach to solve the issue of noise in double random
phase encryption. We find that to eliminate the noise intro-
duced by encryption with DRPE, both the FT of the object
and the key must be phase-only functions. We accomplish this
by replacing the random phases in DRPE encryption with

ORAPs. ORAPs are obtained from a random phase using
the G–S algorithm. The use of ORAPs instead of normal
random phases means that the encrypted object is nearly a
phase-only function, and its amplitude can be discarded with-
out affecting the reconstruction. This makes straightforward
the use of optical encryption in holographic displays that
use phase-only spatial light modulators. The results shown
in this Letter demonstrate that our proposal allows for a decryp-
tion quality similar to the reconstruction of a phase-only holo-
gram, even with grayscale inputs with broad ranges of spatial
frequencies. This technique opens up the possibility of using
DRPE encryption in applications that were previously limited
by the unwanted effects of noise. Furthermore, the mathemati-
cal and physical description of the DRPE scheme is not altered
with the introduction of ORAPs instead of random phases;
therefore, there should not be any vulnerabilities introduced
with our proposal.
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tally decrypted data with ORAPs generated with increasing number
of iterations and the original objects.
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