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a b s t r a c t 

Optical encryption systems have great potential for flexible and high-performance data protection, making them 

an area of rapid development. However, most approaches present two main issues, namely, the presence of 

speckle noise, and the degree of security they offer. Here we introduce an experimental implementation of an 

optical encrypting protocol that tackles these issues by taking advantage of recent developments in the field. 

These developments include the introduction of information containers for noise free information retrieval, the 

use of multiplexing to allow for a multiple user environment and an architecture based on the Joint fractional 

Fourier transform that allows increased degrees of freedom and simplifies the experimental requirements. Thus, 

data handling via QR code containers involving multiple users processed in a fractional joint transform correlator 

produce coded information with increased security and ease of use. In this way, we can guarantee that only the 

user with the correct combination of encryption key and security parameters can achieve noise free information 

after deciphering. We analyze the performance of the system when the order of the fractional Fourier transform 

is changed during decryption. We show experimental results that confirm the validity of our proposal. 

© 2017 Elsevier Ltd. All rights reserved. 
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. Introduction 

Information security is an important subject, especially as the grow-

ng interchange of data increases its vulnerability to attacks, and inter-

eption by unauthorized users presents a substantial increment. Optical

ryptosystems have been proposed as an alternative solution with great

otential, offering many degrees of freedom that can be employed to

einforce the security of the information [1,2] . 

The pioneer cryptosystem was proposed and demonstrated by Re-

rieger and Javidi [3] . Their proposal was a 4f system with a double

andom phase encoding (DRPE) technique. In this system, one random

hase mask is placed in the input plane, while the second phase mask is

ocated in the Fourier domain of a first lens. This second phase mask is

he encryption key. A second lens produces the encrypted data, resulting

n a white noise distribution from which the original information can-

ot be extracted without the information of the encryption key. After

he implementation of the 4f system, several encryption architectures

ere proposed, amongst which we find the joint transform correlator

JTC) cryptosystem [4,5] . The JTC architecture presents several advan-

ages over the 4f system. The encrypted data is codified into an inten-
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ity distribution; the decryption procedure is carried with the encryp-

ion key without needing the complex conjugate of the encrypting key,

nd presents less stringent alignment requirements for the experimen-

al implementation. These properties make the JTC system a flexible

lternative for further developments [6–9] . In this frame, the JTC cryp-

osystem has been object of continued research, both to determine and

o improve its security against attackers [10–12] and to reduce the noise

n the decrypted data [13,14] . 

Alternative optical securities schemes are still under active research,

or example, an optical-digital encryption process was combined with

 fingerprint authentication technique to increase the security of the

ptical system [15] . Another technique for improving the security in

he encryption process is steganography, where the information to be

rotected is embedded into a carrier signal, containing non-secret infor-

ation which obfuscates the protected data [16,17] . 

The JTC cryptosystem has also been modified with implementations

n the Fresnel domain [18,19] . This implementation has the advantage

f not requiring a lens, enabling the use of the free space propagation

istance between the input and output planes as a new security param-

ter. The Fresnel JTC encrypting architecture inherits all security prop-

rties of JTC system. In this case the information is stored as an inten-

ity distribution called joint Fresnel power distribution (JFPD). Other

lternative to classic DRPE and JTC techniques is optical encryption us-

ng Hartley transforms. The Hartley transform is performed through two
7 

https://doi.org/10.1016/j.optlaseng.2017.10.008
http://www.ScienceDirect.com
http://www.elsevier.com/locate/optlaseng
http://crossmark.crossref.org/dialog/?doi=10.1016/j.optlaseng.2017.10.008&domain=pdf
mailto:jhonalexis.jaramillo@udea.edu.co
https://doi.org/10.1016/j.optlaseng.2017.10.008


A. Jaramillo et al. Optics and Lasers in Engineering 102 (2018) 119–125 

F  

l  

i

 

w  

m  

m  

t  

p  

p  

v  

t  

t  

r  

[  

f

 

d  

p  

t  

a  

t  

t  

w  

d  

o

 

t  

T  

o  

c  

d  

w  

f  

t  

n  

 

i  

p

4  

c

 

w  

m  

c  

o

 

t  

m  

j  

t  

e  

f  

p  

e  

[  

s

 

r  

a  

O  

d  

g  

f  

n  

Fig. 1. Basic FrJTC cryptosystem scheme. L lens, GGD ground glass diffuser, SLM spatial 

light modulator, d 1 input plane-lens distance, d 2 lens-output plane distance. 
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w  
ourier transforms in combination with a Michelson interferometer, and

ike in the JTC cryptosystem the encoded information is a pure random

ntensity mask [20] . 

A further generalization of a DRPE system with improved security

as developed in the fractional Fourier domain, first digitally imple-

ented and thereafter experimentally tested [21,22] . This last imple-

entation opened the way to new applications for a digital cryptosys-

em in the fractional Fourier domain [23–29] . Two experimental ap-

roaches of the JTC cryptosystem in the fractional Fourier domain were

roposed in [30,31] . These experimental implementations showed the

iability of these security systems. Afterwards, the JTC cryptosystem in

he fractional Fourier domain was digitally analyzed [32] . Additional

o the security parameters due to the encrypting architecture, other pa-

ameters like the wavelength [33,34] , the polarization [35] , key rotation

36] and in-plane shifting [37] can be associated with the security of the

ractional JTC (FrJTC) encrypting system. 

On the other hand, it is evident the optical encrypting systems had

emonstrated its security, versatility and applicability. But from the

ractical point of view, the information recovered using the optical cryp-

osystems must be free of any kind of degradation. The users not only

sk for security but also for fidelity in the retrieved information. As

he decrypted information in optical cryptosystems contains degrada-

ion due to the optical processing, reducing or eliminating the noise

as a remaining challenge. Several methods that allowed to reduce the

egradation over the recovered information, were presented, but none

f them allows completely noise-free retrieving [14,38,39] . 

In order to overcome this issue, the concept of “information con-

ainer ” in optical data processing was introduced by Barrera et al [40] .

he security process based on this concept consists in introducing the

riginal information in a container. Afterwards, this container is en-

rypted using the optical cryptosystem in the same way as any other

ata. In the recovering process, the right decryption brings the container

ith the noise and/or degradation due to the optical processing. There-

ore, the container must be selected to be tolerant to noise and degrada-

ion. Finally, after reading/scanning the decrypted container the origi-

al information can be recovered with any kind of degradation [40–42] .

Intensive work in the research line of optical information process-

ng using optical containers have been performed [43–52] . The original

roposal was applied in several optical encrypting architectures [14,43–

7] , for optical verification [48–50] , integral imaging [51,52] and re-

ently in incoherent optical cryptosystems [53] . 

As another important aspect, multiplexing methods have been

idely used in optical security. These methods are employed to store

ultiple encrypted information in a single package. Usually the en-

rypted package is obtained using the same cryptosystem but modifying

ne of the parameters involved in the process [33,35–37,54–63] . 

Particularly, the optical encryption of movies has been possible

hanks to the multiplexing techniques. The concept of an encrypted

ovie was introduced for the first time by Mosso et al [64] . The movie

oins several encrypted frames corresponding to a time evolving situa-

ion employing the same encrypting key. Thanks to a multiplexing op-

ration, the encrypted movie is compacted into a single package. Each

rame of the movie is modulated during encryption to avoid the super-

osition of the frames during decryption. Later, the encryption on time

volving situations was extended to color scenes [65] , multiple videos

8] and recently the encryption of a video using chaotic masks was pre-

ented [66] . 

Taking into account the advantages and the flexibilities achieved by

ecent advances in multiplexing and information containers, we present

 protocol based in a fractional optical cryptographic approach [21,22] .

ur protocol aims to secure data in a multiuser environment without the

etrimental effects of noise. Fractional Fourier transform setups show

reat flexibility thanks to the many different configurations in which the

ractional transform can be achieved [23–32] , while also introducing a

ew security parameter, namely the fractional order of the transform.
c  

120 
hese benefits make the fractional Fourier cryptosystems of special in-

erest in experimental implementations. 

In the following sections, we first demonstrate an experimental im-

lementation of a FrJTC cryptosystem. In this system, the processed in-

ormation is stored as an intensity distribution named joint fractional

ourier power distribution (JFrPD). We demonstrate the robustness of

ur proposal by analyzing the performance of these cryptosystems as a

unction of the fractional order. We then test the capability of the system

or processing of QR codes as information containers to perform a noise-

ree information recovering. Finally, we experimentally demonstrate the

bility of the FrJTC cryptosystem to manage multiple encrypted data

ith different fractional orders. 

. Description of the architecture, encryption and decryption 

rocesses 

In the input plane of the FrJTC encrypting system an object to be en-

rypted and the key window are projected in a spatial light modulator

SLM) ( Fig. 1 ). The key window is an empty square that determines the

ize of the encryption key. We attach to the SLM a ground glass diffuser

o provide the two random phase masks required by the encrypting ar-

hitecture. The area of the diffuser in contact with the object provides

ne of the masks, while the area in contact with the key window will be

he encrypting key. 

We can represent mathematically the input plane as 𝑒 ( 𝑥, 𝑦 ) =
𝑏,𝛼{ 𝑐( 𝑥, 𝑦 )} + 𝜏− 𝑏,𝛼{ 𝑙( 𝑥, 𝑦 )} . Where 𝑐( 𝑥, 𝑦 ) = 𝑜 ( 𝑥, 𝑦 ) 𝑟 ( 𝑥, 𝑦 ) with o ( x, y ) the

bject to be encrypted, r ( x, y ) is a random phase mask and l ( x, y ) the

andom phase mask that represents the encryption key, 2 b is the sepa-

ation between the object and key window in the input plane, 𝜏b, 𝛼{} is

he translation fractional Fourier operator and 𝛼 is the fractional order

67,68] . The combination of the free space propagation between the

nput plane and the lens, the lens phase, and the free space propaga-

ion from the lens to the output plane determines a fractional Fourier

ransform with a specific fractional order 𝛼. When 𝛼 = 𝜋∕2 we have the

raditional JTC encrypting system [68] . We can express the fractional

rder as [21,69] , 

= 𝑎𝑟𝑐𝑜𝑠 

( √
( 𝑑 1 − 𝑓 )( 𝑑 2 − 𝑓 ) 

𝑓 

) 

(1)

here d 1 is the input plane-lens distance, d 2 is the lens-output plane

istance and f is the lens focal length ( Fig. 1 ). 

Then, in the CMOS camera we register the JFrPD, 

 𝛼( 𝑢, 𝑤 ) = |𝑐 𝛼( 𝑢, 𝑤 ) |2 + |𝑙 𝛼( 𝑢, 𝑤 ) |2 + 𝑐 𝛼( 𝑢, 𝑤 ) 𝑙 ∗ 𝛼( 𝑢, 𝑤 ) exp [4 𝜋𝑖𝑏𝑢 csc ( 𝛼)] 

+ 𝑐 𝛼
∗ ( 𝑢, 𝑤 ) 𝑙 𝛼( 𝑢, 𝑤 ) exp [−4 𝜋𝑖𝑏𝑢 csc ( 𝛼)] (2) 

Here c 𝛼( u, w ) and l 𝛼( u, w ) are the fractional Fourier transform (FrFT)

ith order 𝛼 of c ( x, y ) and l ( x, y ) respectively, ∗ means the complex

onjugate, csc () is the cosecant trigonometric function and 𝑖 = 

√
−1 is
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Fig. 2. Experimental setup to record the hologram of the encrypting key. CS collimation 

system, BS beam splitter, LS linear stage, M mirrors and SLM spatial light modulator. 
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Fig. 3. (a) Original object, (b) JFrPD of (a), (c) encrypted data, (d) decrypted data with 

an incorrect key, and (e) properly decoded data. 
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d  
he imaginary number. We can consider a JFrPD as the interference

attern of two subjective speckle patterns on the CMOS camera plane. At

east 3 pixels in each dimension are needed to adequately register each

odulated speckle of the JFrPD. In this sense, the relationship between

he object dimensions and the pixel size of the CMOS camera is 𝐷 =
 . 4 𝜆𝑢 ∕(3Δ𝑥 ) where D is the system pupil, u is the lens-camera distance,

the wavelength and Δx the camera pixel size [70] . In this equation,

e have assumed that the lens pupil is larger than the object, so D is the

bject dimension. 

We can register the intensity of c 𝛼( u, w ) and l 𝛼( u, w ) separately and

ubtract them from Eq. (2) , and then we perform the Fourier transform

FT) of the result, obtaining 

 𝛼( 𝜉, 𝜂) = ℑ { 𝑐 𝛼( 𝑢, 𝑤 ) 𝑙 ∗ 𝛼( 𝑢, 𝑤 )} ⊗ 𝛿( 𝜉 − 2 𝑏 csc 𝛼, 𝜂) 

+ ℑ { 𝑐 ∗ 𝛼( 𝑢, 𝑤 ) 𝑙 𝛼( 𝑢, 𝑤 )} ⊗ 𝛿( 𝜉 + 2 𝑏 csc 𝛼, 𝜂) (3) 

Here ℑ represents the Fourier transform operator, ⊗ denotes the con-

olution operation, and 𝛿() is the delta Dirac function. These two terms

re the FT of the encrypted data and its complex conjugate. Their spa-

ial separation depends on the distance between the object and the key

indow in the input plane and the order 𝛼. We then digitally filter the

econd term and retain the first and after performing the inverse Fourier

ransform (IFT), we obtain 

 𝛼( 𝑢, 𝑤 ) = 𝑐 𝛼( 𝑢, 𝑤 ) 𝑙 𝛼∗ ( 𝑢, 𝑤 ) (4)

Eq. (4) represents the encrypted object. In order to achieve decryp-

ion, the knowledge of the key l 𝛼( u, w ) is required, however, this func-

ion is complex valued. This means that we require a holographic setup

o register the key experimentally with a digital camera. For this reason,

e implemented the off-axis digital holography setup shown in Fig. 2 . 

The setup of Fig. 2 is an interferometer, where one arm contains the

ncrypting setup of Fig. 1 and the other provides the reference plane

ave P ( v, w ), described by, 

 ( 𝑢, 𝑤 ) = exp [2 𝜋𝑖𝜆( 𝑢 sin 𝜃 + 𝑤 sin 𝛽)] (5)

here 𝜆 is the wavelength and 𝜃, 𝛽 are the incidence angles of the ref-

rence plane wave on the camera plane. In this plane, the light coming

rom the encrypting setup interferes with the reference beam, allowing

he holographic recording. 

In order to obtain the information of the encryption key l 𝛼( u, w ),

e first project only the key window on the SLM and we register the

esulting hologram, 

 𝛼( 𝑢, 𝑤 ) = |𝑙 𝛼( 𝑢, 𝑤 ) |2 + 1 + 𝑙 𝛼( 𝑢, 𝑤 ) exp [−2 𝜋𝑖𝜆( 𝑢 sin 𝜃 + 𝑤 sin 𝛽)] 

+ 𝑙 𝛼
∗ ( 𝑢, 𝑤 ) exp [2 𝜋𝑖𝜆( 𝑢 sin 𝜃 + 𝑤 sin 𝛽)] (6) 

If we now perform the FT of Eq. (6) we will obtain a central order

elated to the autocorrelation of the FT of l 𝛼( u, w ), the FT of the encryp-

ion key l ( u, w ) and its complex conjugate, with a spatial separation
𝛼

121 
hat will depend on the incidence angles 𝜃 and 𝛽. Thanks to this sepa-

ation, we can select the term corresponding to the FT of l 𝛼( u, w ) and

iscard the remaining data. Afterwards, and IFT results in l 𝛼( u, w ). 

To successfully achieve decryption with the FrJTC system, the en-

rypted data ( Eq. (4) ) must be multiplied by the encryption key l 𝛼( u,
 ), obtaining 

 𝛼( 𝑢, 𝑤 ) = 𝑐 𝛼( 𝑢, 𝑤 ) 𝑙 𝛼∗ ( 𝑢, 𝑤 ) 𝑙 𝛼( 𝑢, 𝑤 ) (7)

If we consider the encryption key l 𝛼( u, w ) as phase only function,

hen 𝑙 ∗ 
𝛼
( 𝑢, 𝑤 ) 𝑙 𝛼( 𝑢, 𝑤 ) = 1 [71] . With this consideration, after performing

n inverse FrFT of order 𝛼 to Eq. (7) , we obtain the decrypted data 

( 𝑥, 𝑦 ) = 𝑐( 𝑥, 𝑦 ) (8)

The right recovering requires not only having the information of the

ncryption key and the encrypted data, but also the correct fractional

ourier order. This means that the fractional order represents an extra

ecurity key. 

. Experimental results 

The experimental results were obtained with the setup shown in

ig. 2 . The registering medium was a CMOS camera EO-10012M with

ixel size 1.6 μm ×1.6 μm and a resolution of 3840 ×2848 pixels. For

ur CMOS camera, this gives us an upper limit on the object size of

pproximately 5.3 cm. This is more than twice the size of our SLM, so

ny object that can be projected on the SLM can be registered with our

amera. 

A linear stage is employed for changing the input plane-lens and

ens-output plane distances ( Fig. 2 ). The illumination source was a JDS

NIPHASE 1135 laser with a wavelength of 632 nm and an input power

f 20 mW. A Holoeye 2002 SLM with a pixel size of 32 μm ×32 μm and

 resolution of 800 ×600 pixels displays the object and the key window,

herefore the displaying area of SLM is 25.6 mm ×19.2 mm. As the size

f the input plane of the FrJTC encrypting system must be less or equal

han the displaying area of the SLM, in our experiment the size of the

nput plane (seee SLM projection in Fig. 1 ) was 11.2 mm ×9.6 mm.

n this case, the object has a size of 9.6 mm ×9.6 mm, the key size

as 3.2 mm ×3.2 mm, and the separation between the object and key

indows in the SLM was 2 𝑏 = 4 . 8 mm . The lens has a focal length of

 = 200 mm . The distances input plane-lens and lens-output plane were

 1 = 180 mm and 𝑑 2 = 250 mm respectively. Therefore, in this case the

ractional order is 𝛼 = 1 . 57 − 0 . 14 𝑖 . 
The word CODE was used as test object of our experimental setup

 Fig. 3 a). Fig. 3 (b) shows the JFrPD registered with the CMOS camera.

he encrypted data represented by Eq. (4) is shown in Fig. 3 (c). When

ecrypting with the incorrect key the retrieved information is a noise
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Fig. 4. NMSE experimental curve for the retrieved object at different lens-camera dis- 

tance. 
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Fig. 5. (a) Original QR code of the word CODE, (b) decrypted data, (c) binarization of 

(b), and (d) noise-free information recovering obtained after scanning (c). 

Fig. 6. Experimental results of the multiplexing protocol: (a), (b) and (c) original QR 

codes; (d), (e) and (f) decrypted QR codes with the correct key and the right fractional 

orders; (g), (h) and (i) noise-free information after binarizing and reading the respective 

QR codes. 
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s  
attern ( Fig. 3 (d)). On the contrary, when we use both the correct key

nd the right fractional order it is possible to access to the original in-

ormation ( Fig. 3 (e)). 

Since the fractional order can be considered a security parameter of

he FrJTC system, it is useful to test the tolerance of the decryption pro-

edure when the key and encrypted data are registered with different

ractional orders. For this test, we measured the degradation in the qual-

ty of the retrieved object as a function of the lens-output plane distance

 2 of the FrJTC cryptosystem (see Eq. (1) ). We calculate the normal-

zed mean square error (NMSE) between the object decrypted with the

ncryption key registered in the same lens-output plane distance used

uring encryption m ( p, q ) and the decrypted objects n ( p, q ) for different

utput plane distances. This variation in d 2 is related to a variation of

he fractional order as given by Eq. (1 ). In this case, the NMSE is defined

y, 

 𝑀 𝑆𝐸 = 

∑𝑁,𝑀 

𝑝,𝑞 
|𝑚 ( 𝑝, 𝑞) − 𝑛 ( 𝑝, 𝑞) |2 ∑𝑁,𝑀 

𝑝,𝑞 
|𝑚 ( 𝑝, 𝑞) − 𝑛 𝑤 ( 𝑝, 𝑞) |2 (9)

Here p, q are the pixels coordinates, N ×M is the number of pixels of

he recovered message, and n w ( p, q ) was the worst decrypted result. 

We can appreciate a gradual quality degradation in the recovered ob-

ect when the lens-output plane distance changes from the distance em-

loyed during encryption ( Fig. 4 ). The inset images pointing at 245 mm

nd 255 mm lens-camera distances correspond to the decryption after

 change of 5 mm. In this case, the object cannot be recovered. Fur-

her displacement from this point does not allow any recovery as seen

n the inset images at 243 mm and 257 mm. Since a change in the lens-

utput plane distance results in a change of the fractional order, this

esult shows that although the fractional order can be considered as an

xtra security key, it is not a strong security parameter by itself. The tol-

rance of decryption with a wrong fractional order must be considered

hen performing multiplexing of an encrypted package in a multi-user

nvironment 

. Noise-free recovering 

After the experimental demonstration of the security capabilities pro-

ided by the FrJTC cryptosystem, we proceed to test the capability of

nformation containers to realize a secure and noise-free recovering pro-

edure in this system. In this work, we use QR codes as containers due to

heir proven effectiveness for noise-free data recovery after processing

y optical cryptosystems like the conventional JTC systems [40,41] . 

This test consists in introducing our object, the word CODE, in a QR

ode ( Fig. 5 (a)). The information container is displayed in the SLM, and

hen it is encrypted and decrypted following the procedure described

n Section 2 . The recovered QR code is shown in Fig. 5 (b). As expected
122 
he decrypted code presents a degradation due to the noise produced by

ptical processing with random masks making direct reading of the code

mpossible. Since QR codes are always a binary array of blocks, we can

pply a binarization procedure to the decrypted QR code to eliminate

ost of the unwanted noise [41] , guaranteeing proper reading by any

ind of scanning device ( Fig. 5 (c)). Finally, the scanning of the decrypted

nd binarized QR code allows retrieval of the original information, free

f any kind of noise ( Fig. 5 (d)). These last results show experimental

onfirmation that combining the FrJTC cryptosystem with information

ontainers allows data protection with noise-free retrieval. 

. Multi-user encryption with noise-free recovering 

As mentioned before, multiplexing is an appropriate technique to

tore in a single package several encrypted objects. It may be desirable
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Fig. 7. Multiplexing of the encrypted QR codes of Fig. 6 . (a) Multiplexed package, (b) decryption attempt with a wrong key, (c) QR code of the expression GOF decrypted with correct 

key and fractional order 𝛼 = 1 . 42 (inset window 1), (d) QR code of the expression JTC decrypted with correct key and fractional order 𝛼 = 1 . 57 (inset window 2), and (e) QR code of the 

expression FRJTC decrypted with correct key and fractional order 𝛼 = 1 . 57 − 0 . 14 𝑖 (inset window 3). 
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o send a single encrypted package to several users, multiplexed in such

 way that each user can only access a specific data. With the FrJTC cry-

osystem, this can be easily achieved by giving to each authorized user a

ractional order and its corresponding decryption key. These fractional

rders associated to each user must be different enough to ensure no

verlapping according to the tolerance ranges demonstrated in Fig. 4 .

hus, our multiuser encryption protocol for noise-free recovery can be

ummarized as follows: 

1. A fractional order is assigned to each user. 

2. The data to be encrypted and sent to each user is codified into

different QR codes. 

3. Each QR code is encrypted with the fractional order correspond-

ing to the receiver. 

4. All encrypted QR codes are multiplexed into a single package. 

5. All users receive the package of the multiplexed encrypted QR

codes and the decryption key, while each user receive the as-

signed fractional order. 

6. The user decrypts with its corresponding fractional order 

7. The retrieved QR code is read and the original information is

recovered free of noise. 

We multiplexed three encrypted QR codes with different fractional

ourier orders. The axial position of the transforming lens is changed

uring the encryption of each QR code, preserving the distance between

he input and output planes and the same ground glass diffuser. 

In Fig. 6 we see experimental results of encryption decryption of the

R codes corresponding to the expressions GOF, JTC and FRJTC. The

ncrypting process of each QR code is the same described in Section 2 .

hese codes are encrypted with the fractional orders 𝛼 = 1 . 42 , 𝛼 = 1 . 57
nd 𝛼 = 1 . 57 − 0 . 14 𝑖 respectively. 

Before multiplexing the encrypted codes of Fig. 6 into a single pack-

ge, during the filtering process we reposition the encrypted information

o avoid crosstalk after recovery ( Fig. 7 (c), (d) and (e)) [7,42,44] . Then,

he encrypted and repositioned information is multiplexed. 

In general, multiplexing of the encrypted data with different frac-

ional orders can be expressed as [55] , 

( 𝑢, 𝑤 ) = 

𝑁 ∑
𝑗=1 
𝑐 𝛼𝑗 

( 𝑢, 𝑤 ) 𝑙 ∗ 𝛼𝑗 ( 𝑢, 𝑤 ) exp [2 𝜋𝑖 ( 𝑥 𝑗 𝑢 + 𝑦 𝑗 𝑤 ) csc ( 𝛼𝑗 )] (10)

Here 𝑗 = 1 , 2 ...𝑁 , and x j , y j are the new coordinates where each data

s positioned during filtering. Each key 𝑙 𝛼𝑗 ( 𝑢, 𝑤 ) is registered for a spe-

ific position of the lens between the input and output planes. These

ositions correspond to different fractional orders 𝛼j . The user with the

nformation of the jth key can only access to the information correspond-
123 
ng to the jth data. The information of the non-decrypted data will ap-

ear as white noise. This noise is not superposed with the recovered

nformation thanks to the positioning process carried out over the en-

rypted data before multiplexing. 

The results in Fig. 7 demonstrate the experimental validity of the pro-

osed protocol applied to the QR codes of Fig. 6 (a), the right decryption

f the QR code requires both the correct fractional order and the cor-

ect key ( Fig. 7 (c), (d) and (e)). An attempt to access to the information

ontained in the multiplexed package without the correct key, results

n a random noise distribution ( Fig. 7 (b)). The decrypted QR codes are

hen binarized and scanned to obtain the original information free of

ny kind of degradation ( Fig. 6 (g), (h) and (i)). Note that the fractional

rder 𝛼 = 1 . 57 corresponds to a JTC cryptosystem. As the input plane-

ens distance increases, more energy is lost due to light that falls outside

he lens pupils after propagation. As a consequence, each recovered data

n Fig. 7 (c), (d) and (e) are reconstructed with different intensities. This

imits the practical range of operation of the system for a given lens size.

. Conclusions 

In this contribution, we demonstrate that the experimental FrJTC en-

rypting system is capable of information security with noise-free recov-

ry as well as useful in a multi-user environment. An authorized user re-

uires not only the correct key, but also the adequate fractional Fourier

rder to access to the encrypted information. The experimental results

how that the fractional Fourier order can be considered as an extra

ecurity key. QR codes used as “information containers ” in optical cryp-

osystems allow for noise-free information recovery. We show that these

ontainers can be successfully processed with the FrJTC cryptosystem. 

Encrypted information containers are combined with multiplexing

o manage in multiple data in a secure way along with noise-free re-

overy, thus stablishing a multi-user protocol for optical encryption in a

rJTC cryptosystem. This novel protocol can be considered as a way of

ddressing real-world use cases of optical cryptosystems. The theoretical

escription and the experimental results included in this contribution,

ot only demonstrate the applicability, versatility and potential of the

rJTC encrypting system, but also can encourage new research to ex-

lore novel security protocols based in this optical security system. 
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