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ABSTRACT:
We propose a simple and original implementation of the BB84 quantum key distribution protocol via a
quantum frequency-translation process in a nonlinear optical fiber. Unlike most conventional quantum key
distribution implementations, which rely on the photon polarization/phase, encoding quantum information
in the photon frequency state is inherently more stable against mechanical and/or thermal fluctuations over
transmission media such as optical fibers. We also show the proposed scheme to be naturally expandable to
larger character sets, and demonstrate a straightforward extension to a four-character alphabet (qu-quarts),
providing enhanced security for quantum key distribution applications.
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RESUMEN:
Proponemos una aplicación simple y original del proceso de translación cuántica de frecuencias en una
fibra no lineal a un protocolo BB84 de distribución cuántica de claves. A diferencia de la mayorı́a de las
implementaciones de la distribución cuántica de claves, que utilizan la fase o la polarización de los fotones,
codificar la información cuántica en el estado de frecuencia del fotón es inherentemente más estable frente
a fluctuaciones ya sea mecánicas o térmicas sobre medios de transmisión como las fibras ópticas. También
mostramos que el esquema propuesto puede escalar naturalmente a alfabetos más grandes, en particular
demostramos la extensión a un alfabeto de 4 sı́mbolos, proporcionando mayor seguridad a aplicaciones de
distribución cuántica de claves.

Palabras clave: distribución cuántica de claves, translación cuántica de frecuencias, BB84
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1. Introduction
Quantum cryptography is among the most promising applications of quantum mechanics [1] as it enables pri-
vacy and inherently secure communication. Due to its simplicity, the BB84 protocol [2, 3] is the most well-known
single-particle quantum key distribution (QKD) scheme and many BB84 experiments have been successfully car-
ried out over optical fiber channels [4–6]. Although the first proposals encoded qubits in the polarization-state
or phase of single photons, several novel schemes have been developed such as time-bin QKD [7–9] and time-
frequency QKD [10, 11]. However, unwanted effects that corrupt qubits [1] hinder reaching longer propagation
distances. For instance, birefringence changes the photon polarization [12] and mechanical and/or thermal fluctu-
ations may modify its phase [13], limiting quantum-communication efficiency. To circumvent these impairments,
encoding qubits by means of their frequency state offers a natural solution [11, 14, 15]. In this paper, we put forth
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Fig. 1. Frequency conversion by Bragg scattering. Two strong pumps and a small signal are
launched into a λft-length fiber. At the output end of the fiber the signal frequency shifts
from ws to wi.

a simple scheme relying on an efficient Quantum Frequency Translation (QFT) process in a nonlinear optical fiber
that generates genuine frequency states; furthermore, the proposed scheme is shown to be naturally expandable
to higher-dimensional alphabets, as more than two frequencies can be readily used to implement qudits-based
QKD [16].

We should mention that a few other schemes have been proposed to perform frequency-coded QKD. For in-
stance, in Ref. [11], time-frequency conversion is used to produce high-dimensional alphabets, but their scheme
is essentially different in that entangled photons must be produced and distributed to both ends of the communi-
cation link. On the other hand, in the paper by Bloch et al. ( [14]), electro-optical devices are conveniently used
but the theoretical limit for the generation efficiency is lower than that of the QFT process proposed in this paper.
Further, frequency encoding by means of electro-optical devices does not lend itself to a straightforward extension
to higher-dimensional alphabets, as we will show it can be done with the scheme presented in this paper.

In the standard BB84 protocol [2] keys are distributed using qubits prepared in one of two bases, such that
an absolutely certain quantum state measured in one base exhibits maximal uncertainty when measured in the
other (e.g., a base of two orthogonal polarization states versus the same base rotated by π/4.) To begin with, we
will illustrate our proposal by applying it to the standard BB84 protocol, i.e., by frequency coding qubits, and
then we will move to the more involved case of quantum quarts (qu-quarts) QKD [17]. We propose to generate
the aforementioned frequency-coded qubits relying on a special Four-Wave Mixing (FWM) process known as
Quantum Frequency Translation or Bragg Scattering (BS) [18–20]. BS follows from the interaction of a dual-
pump configuration (at frequencies wp1 and wp2), with a small signal at ws (see Fig. 1). Four-wave mixing in a
nonlinear medium with third-order susceptibility χ(3) [21], such as a nonlinear optical fiber, generates an idler
signal at wi = wp1 −wp2 +ws. From a quantum mechanical perspective, this process produces the annihilation of
two photons, one at wp1 and another at ws, and the simultaneous creation of two photons at wp2 and wi. Note that
the opposite process (creation at wp1 and ws, and annihilation at wp2 and wi) is also allowed in a BS configuration.
Although there are many other possible processes (other creation-annihilation combinations that conserve both
the energy and the number of photons such as, e.g., phase conjugation and modulation instability,) these can be
neglected if we assume, as we will, that the BS process is the only one that also satisfies the phase-matching
condition kp1 + ks = kp2 + ki [20]. Each photon annihilation at ws involves a photon creation at wi and vice versa,
so the quantity of photons at ws or wi remains constant. When the phase-matching condition is satisfied, all n
photons in the small signal at ws are annihilated and n photons at the idler wi are created. The propagation distance
at which this occurs is called the frequency-translation length, λft.

We now consider the complete QFT process, starting with a single photon of frequency ws at z = 0 and ending
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pump1

|ψ0⟩
z = 0

|φ0⟩ |ψ1⟩
z = λft

|φ1⟩ |ψ0⟩
z = 2λft

Fig. 2. Frequency translation of a single photon by a Bragg-scattering process. After a
propagation of λft length, the photon frequency is changed from ws to wi, or vice versa. At
shorter propagated lengths the photon frequency is uncertain.

pump1

pump2

SPE1

SPE2

HNLF

λft
2

ALICE BOB

HNLF

λft
2

SPD1

SPD2

Demux

Fig. 3. Schematic implementation of the BB84 protocol by means of a BS quantum
frequency-translation process. Alice randomly chooses to transmit the single-photon state
with or without a half-length frequency translation. Bob, in turn, receives the transmitted
photon and randomly performs another half-frequency translation. HNLF stands for high-
nonlinear fiber. SPE: single-photon emitter. SPD: single-photon detector.

with a single photon of frequency wi at z = λft (see Fig. 2). A straightforward quantum interpretation of the
described FWM interaction allows us to describe the single-photon QFT process by the photon frequency quantum
state |ψ⟩ = µ |ws⟩+ ν |wi⟩, where |µ|2 and |ν |2 are the probabilities of finding the photon at frequencies ws and
wi, respectively. If the propagation distance is λft the photon will have a defined frequency wi with probability
one, i.e., the frequency translation is complete. Between 0 and λft, however, the photon frequency is a quantum
superposition of both frequencies ws and wi. In fact, as it will be demonstrated in the next section, |µ|2 = |ν |2 = 0.5
at λft/2 and thus the photon frequency is maximally uncertain. We call this distance the half-translation length,
λft/2.

The four states labeled in Fig. 2 (|ψ0⟩, |ψ1⟩, |φ0⟩ and |φ1⟩) are readily suited to be used as the standard BB84
protocol qubits, where we name the orthogonal bases ψ and φ . To produce and read qubits in the φ base we may
propagate a photon through a λft/2-long QFT system. Alice and Bob decide which base they use by either apply-
ing or not applying this half-translation to the photon. When they use different bases Bob receives a maximally
frequency-uncertain photon, like in a standard BB84 scheme.

It is worth mentioning that the frequency translation of a single photon with a high conversion efficiency of 98
percent has been demonstrated [22], and very recent work (see, e.g., Ref. [23]) demonstrated an enhanced phase-
matching condition of the Bragg-scattering process along with suppression of spurious FWM processes, allowing
for a ’clean’ frequency conversion. These works point at the feasibility of QFT schemes through a Bragg scattering
process.

2. Quantitative description of the qubits-based scheme
A quantum mechanical analysis of the QFT process in optical fibers has been presented in the work of McGuinness
et al. [24]. Treating the pumps as classical fields and the signals as quantum fields, the single-photon frequency
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state can be described by the equation of motion

∂

∂ z
|Ψ⟩= iĤ |Ψ⟩ , (1)

where the Hamiltonian is [19]
Ĥ = δ

(
â†

s âs − â†
i âi

)
+κ

(
â†

s âi + â†
i âs

)
, (2)

â† and â are the creation and annihilation operators, respectively, and κ is the effective nonlinearity defined as

κ = 2γ
√

P1P2, (3)

where γ is the fiber nonlinear coefficient and P1,2 are the pump powers. The phase mismatch δ is given by

δ =
β (wp2)−β (wp1)+β (wi)−β (ws)+ γ(P1 −P2)

2
, (4)

where β (w) are the propagation constants at each frequency determined by the chromatic dispersion profile of the
nonlinear fiber. We choose pump powers such that the process satisfies a perfect phase-matching condition (δ = 0).
This is done by setting P1 = P2 = P and the frequency configuration of Fig. 1, centered at the zero-dispersion
frequency wzd, where β (wp1) =−β (wi) and β (wp2) =−β (ws).

By replacing the photon frequency state |Ψ⟩= µ |ws⟩+ν |wi⟩ into Eq. (1) and solving for δ = 0, we obtain(
µ(z)
ν(z)

)
=

(
cos(κz) isin(κz)
isin(κz) cos(κz)

)(
µ(0)
ν(0)

)
. (5)

This shows that the QFT process has a periodic behavior, toggling the probability of finding the photon in one of
the two frequencies. Thus, the frequency-translation length can be easily obtained as

λft =
π

2κ
. (6)

Figure 3 shows schematically how to implement the BB84 protocol by the QFT method. Bit values (1 and 0) are
coded in the photon frequency. Alice has two single-photon emmiters (SPE1 and SPE2) of frequencies ws and wi,
respectively. By optical switching, she randomly chooses the path taken by the photon. In one of these paths, the
photon is transmitted with no change in its frequency state (i.e., Alice uses the base ψ .) The other path, instead,
involves a half-QFT process and the photon frequency changes to a maximally uncertain state when measured in
the ψ base. Bob also has an optical switch allowing him to choose the measurement base. If they choose the same
base, the photon reaches Bob’s single-photon detector (SPD) with a perfectly certain frequency state (i.e., |µ|2 = 1
and |ν |2 = 0, or |µ|2 = 0 and |ν |2 = 1, depending on the bit value.) If they select opposite bases, the photon arrives
at the SPD in a maximally uncertain frequency state (with respect to the measurement base ψ) and Bob measures
one frequency or the other with the same probability; this measured bit will be discarded in the key-sifting stage
of the QKD protocol.

The proposal in Fig. 3 presents the same practical complications of any other BB84 scheme. The main challenge
for its implementation lies on finding suitable SPEs and SPDs operating as closely as possible as single-photon
devices. However, recent experiments show that novel all-silicon devices, such as SiGe light emitters [25] and In-
GaAs single-photon detectors [26], are enabling practical commercial BB84 system implementations. In addition,
advances in single-photon sources [27–29], such as solid-state photon emitters [30–33], color-center SPSs [34–37],
and quantum dots [38–42] are paving the way towards the ideal on-demand photon source. However, the BB84
based on a QFT process also exhibits particular challenges. On the one hand, the requirement of a HNLF with a
nonlinear coefficient significantly higher than that of a single-mode fiber (γ ≫ 1.2/W-km). Such high nonlinearity
enables the usage of low-power pumps and still obtain a high effective nonlinearity κ , and a short frequency-
translation length λft. This HNLF can be implemented, for instance, with a graphene-oxide decorated nanowire
exhibiting a fiber nonlinear coefficient of γ = 105/W-km [43] which would produce a λft ≃ 8 mm for a 0 dBW
pump. On the other hand, if the communication channel is assumed to be a fiber, several detrimental effects have to
be considered. For instance, the nonlinear interaction between the pumps and the signal must be reduced by reduc-
ing the pump power as explained before. Chromatic dispersion must be also compensated in the receiver side as
frequency-dependent phase effects seriously affect the perfect phase-matching condition assumed in this scheme.
At this point, we have to mention a promising technology that has the potential to make QFT-based BB84 easily
implementable: the hollow-core fiber [44]. This kind of fiber, which is currently attracting the attention of the entire
optical-communications community, exhibits a negligible nonlinear coefficient and chromatic dispersion, together
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Fig. 4. Frequency configuration for the qu-quarts QKD scheme. It is a combination of six
perfect phase-matched Bragg-scattering processes.

with a low attenuation comparable to that of a standard single-mode fiber.

3. Extension to qu-quarts
A significant advantage of our proposal lies in the possibility of having single-photon quantum states represented
in a Hilbert space of greater dimensions. This fact can be exploited to encode qudits [16] (instead of qubits) in
each photon. In particular, we put forth an original configuration to produce single-photon states belonging to a
four-dimensional Hilbert space by a QFT process similar to the one described in the previous section. Note that the
encoding of qudits in a conventional time-bin QKD scheme would require faster SPEs in order to reduce the time
occupied by each bin. In this sense, the QFT-based QKD enables the parallelization of several low-speed SPEs,
centered at different frequencies, in a similar way to wavelength-division multiplexing (WDM) systems to achieve
an enhanced qubit rate.

In Fig. 4 we show the proposed scheme. This configuration is a superposition of six different frequency-
translation processes described by the hamiltonian

Ĥ = κ

4

∑
j,k=1
j ̸=k

â†
j âk + â†

k â j. (7)

This original arrangement allows for the creation of four maximally uncertain photon states, starting from a single
photon of well-defined frequency. In similar fashion as with qubits, we propose the quantum state

|Ψ⟩= µ |w1⟩+ν |w2⟩+ρ |w3⟩+ϕ |w4⟩ (8)

for the single photon, where |µ|2, |ν |2, |ρ|2 and |ϕ|2 are the probabilities of measuring its corresponding frequency.
By solving Eq. 1 with this hamiltonian we obtain the single-photon propagation,

d
dz


µ

ν

ρ

ϕ

= iκ


0 1 1 1
1 0 1 1
1 1 0 1
1 1 1 0




µ

ν

ρ

ϕ

 . (9)

The proposed qu-quarts scheme is similar to that of the qubit scenario (Fig. 3) but with four SPEs and SPDs
(at frequencies w1, w2, w3 and w4) instead of two. Bases are obtained in the same way as before. The ψ basis is
used when Alice sends a single-photon directly as it is emitted from the SPE. However, to use the φ basis, Alice
propagates the photon through a λft/2-long nonlinear fiber before sending it. In Fig. 5 we show the bases for the
qu-quarts QKD. They can be easily derived from Eq. 9 and are given by

|φ1⟩=
1
2
(|ψ1⟩− |ψ2⟩− |ψ3⟩− |ψ4⟩) , (10)
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Fig. 5. Bases for the qu-quarts BB84 protocol.

|φ2⟩=
1
2
(−|ψ1⟩+ |ψ2⟩− |ψ3⟩− |ψ4⟩) , (11)

|φ3⟩=
1
2
(−|ψ1⟩− |ψ2⟩+ |ψ3⟩− |ψ4⟩) , (12)

|φ4⟩=
1
2
(−|ψ1⟩− |ψ2⟩− |ψ3⟩+ |ψ4⟩) , (13)

where |ψi⟩= |wi⟩ stands for the computational basis. As in the qubits scheme, Bob chooses the basis in which he
reads the qu-quarts by deciding whether to propagate the photon (φ ) or not (ψ) through another λft/2-long fiber
before measuring its frequency.

Security advantages of a qu-quarts BB84 protocol have already been discussed [17]. As a very simple proof of
the security enhancement, an analysis of the intercept-resend attack can be performed. This simple eavesdropping
technique consists in reading the frequency of the photon sent by Alice and resending Bob another photon at
the measured frequency. If Alice and Bob choose the ψ basis, this intercept does not produce an error in the
communication. However, if they use the φ basis, then Bob receives a photon of a maximally uncertain frequency.
As such, the result of Bob’s measurement is completely uncertain and this introduces errors in the communication
that can be used to detect the presence of the eavesdropper. For qubits this uncertain measurement produces, on
average, 50% of detectable errors; for qu-quarts, on the other hand, it accounts for 75% of errors. As such, the Bit
Error (BE) introduced by the eavesdropper is 1/4 for qubits and 3/8 for qu-quarts. This simple calculation shows
that detection of eavesdropping is easier in the qu-quarts scheme.
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4. Conclusions
We proposed an original implementation of the BB84 quantum key distribution protocol, based on the frequency
uncertainty of single photons in a quantum frequency-translation process in optical fibers. The scheme is expected
to be more robust than most conventional BB84 implementations as the frequency of the photon, as opposed to
its polarization/phase, is not affected by mechanical and/or thermal fluctuations of the transmitting medium. The
scheme offers the possibility of naturally augmenting the encoding space, and an original extension to qu-quarts
was presented, providing enhanced security against eavesdropping.
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