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We show that multiple secure data recording under a wavelength multiplexing technique is possible in a
joint transform correlator (JTC) arrangement. We evaluate both the performance of the decrypting pro-
cedure and the influence of the input image size when decrypting with a wavelength different from that
employed in the encryption step. This analysis reveals that the wavelength is a valid parameter to con-
duct image multiplexing encoding with the JTC architecture. In addition, we study the influence of
the minimum wavelength change that prevents decoding cross talk. Computer simulations confirm the
performance of the proposed technique. © 2009 Optical Society of America
OCIS codes:  070.0070, 070.4560.

holographic architecture so that in the decryption

Much has been published about security [1-8] and
holographic memory systems [9-12]. Optical technol-
ogies provide an environment that is resistant to at-
tacks. Typically, encryption is performed by double
random-phase encoding in the Fourier domain [2]
in which two statistically independent random phase
masks, in the input and the Fourier planes, are im-
portant components of the method. This technique
was extended to the fractional Fourier domain [13]
and the Fresnel domain [14,15].

Owing to the adoption of real-valued data for a key
code, Nomura and Javidi used the configuration of a
joint transform correlator (JTC) where two-dimen-
sional data and a key code can be placed side by side
at the input plane [16]. This optical setup is more
compact than an ordinary holographic setup because
the object and the reference beams share a single op-
tical system that consists of two Fourier-transform-
ing lenses. In contrast, a 4f correlator implies a
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step a phase conjugate beam must be generated. A
safer working space is generally provided by control-
ling physical user access and by providing partitions
to protect multiply displayed information. In other
words, the security of the displayed information is
maintained by user authentication and limitation
of the viewing information. In this regard, optics
has many degrees of freedom (wavelength, polariza-
tion, three-dimensional topology, etc.). Some of these
parameters are used in several papers to multiplex
data [17-21]. In particular, Situ and Zhang proposed
a wavelength-multiplexing method for multiple im-
age encryptions [21]. They introduced wavelength
multiplexing into a double random-phase encoding
system to achieve multiple-image encryption. Each
primary image is first encrypted and then super-
posed to yield the final enciphered image.

We believe that multiple secure data recording by
using optical degrees of freedom is also possible by
taking advantage of a JTC arrangement. Therefore,
we propose the implementation of a wavelength-
multiplexing technique with a JTC architecture. In
a multiplexing method the limited amount of data
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to be stored depends on the optical parameters em-
ployed, the storage medium, and the particular ar-
chitecture to be considered. Consequently, within
this context we study the influence of the minimum
wavelength change that avoids cross talk. Another
feature to be analyzed is the noise generation that
is due to the multiple nondecrypted images over a
single decrypted image.

In Section 2 we describe the principle of the pro-
posed system using a JTC configuration. In Section 3
we analyze the increased noise in a decrypted single
object when the wavelength shifts with respect to the
encryption wavelength (wavelength sensitivity). In
Section 4 the multiplexing procedure is presented
and we show computer simulations to confirm the
performance of the proposed approach, including a
discussion of cross-talk prevention. In Section 5 we
present the summary and conclusions.

2. Principle of the System

The double random-phase encoding encryption tech-
nique [2] uses a phase code key in each of the input
and Fourier planes to encrypt the data. The decryp-
tion uses the complex conjugate of the Fourier-plane
phase code key to recover the data. When using mul-
tiplexing procedures under the above-described
scheme, we employ sequential encrypting masks or
micropositioning devices to arrange the encrypt-
ing—decrypting process. In turn, polarizer [18], aper-
tures [19,20], or other alternative devices must be
employed to achieve encryption. Alternatively, the
basic encrypting correlation procedure and multi-
plexing can be realized using JTC architecture. We
use a JTC to perform the correlation between the
convolution of a phase-encoded primary object along
a random mask both included in one of the windows
and a random phase encoding distribution used as
reference in another window. We now discuss the
wavelength-multiplexing techniques. These spec-
tral-dependent multiple storing and retrieving tech-
niques reduce the need for masks or other kind of
positioning arrangements and allow parallel image
handling.

Figure 1 shows the basic implementation for a sin-
gle encrypted record as well as the mathematical ex-
pressions that represent the approach. For the sake
of brevity, we limited ourselves to a one-dimensional
notation. Let r(x), g(x), and h(x) represent the image
random-phase mask, the image to be encrypted, and
the reference key code mask, respectively. Both ran-
dom-phase masks have uniform amplitude transmit-
tance. The complex-valued key code, h(x), is the
inverse Fourier transform of a random-phase mask
H(v), where v is the spatial frequency. As mentioned
above, the phase mask H(v) is purely random-phase
information, which is statistically independent of
r(x). During the encryption process, the image ran-
dom-phase mask r(x) covers image g(x), which im-
plies a product operation between them. In the
input plane the JTC apertures contain at coordinate
x = a the distribution r(x)g(x) and another aperture
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Fig. 1. JTC scheme used in the proposal: (a) write-in step and
(b) read-out step, where L is a lens, f is the focal length
(f =5cm), and g(x) and r(x) are random-phase masks.

L

at x = b contains random reference key code h(x). A
plane wave illuminates the arrangement and, after
transmission through a lens, the joint power spec-
trum (JPS) is obtained at its focal plane. The JPS
results are

JPS(v) = |Flr(x - a)g(x - a) + h(x - b)]|?

R(v) @ Gv)l? +1
+[R(v) ® GW)I"H (v) exp[-2iz(b - a)/]
+[R(v) ® G(v)|H" (v) exp[-2iz(a - b)v], (1)

where F[|, R(v), and G(v) represent the Fourier trans-
form operation and the Fourier transforms of r(x)
and g(x), respectively. In our case, H(v) only has
phase information so we set |H(v)|? = 1. The symbol
® and the superscript asterisk * represent convolu-
tion and complex conjugation, respectively. The
JPS(v) is the encrypted data or the encrypted power
spectrum. If the storage medium transmittance
behaves as an intensity linear register, in the decryp-
tion step after plane-wave illumination and inverse
Fourier transformation, the stored JPS(v) yields

[r(x)g(x)] ® [r(x)g(x)]

+6(x) +h(x) ® [r(x)g(x)] ® 6(x - b +a)
+rxg)] e h(x) ® 6(x—a +b), (2)

JPS(x) =

where the @ and §(x) denote the correlation operation
and the Dirac delta function, respectively. At the out-
put at coordinates x = a — b and x = b — a, we obtain
the cross correlations of r(x), g(x), and h(x). These
terms represent noiselike images. We cannot recover
image g(x) without knowledge of i (x). The autocorre-
lation of r(x)-g(x) is obtained at coordinate x = 0,
which is also a noiselike image. We cannot recover
image g(x) from this autocorrelation signal without



knowledge of r(x). In the decryption step, a plane
wave illuminates the reference key code mask A(x)
placed at coordinate x = b and after Fourier transfor-
mation gives H(v) exp[-2ziby]. Then, the encrypted
power spectrum JPS(v) at the focal plane of the lens
is illuminated by the detailed Fourier transform and
results as follows:

M(v) = JPS(v)H (v) exp[—27iby]

= |R(v) ® G(v)|?H (v) exp[-2xibv] + H (v)
x exp[-27ibv] + [R(v) @ G(v)|*H(v)H (v)
x exp[—-27i(2b —a)v] + R(v) @ G(v)

x exp[—2ziav). (3)

By inverse Fourier transformation of M (v), we obtain

m(x) = (x) [r(x)g(x)] ® [r(x)g(x)] ® é(x - b)
+h(x) ® 6(x - b) + h(x) @ h(x)[r(x)g(x)]
RS(x-2b-a)+rx)gx)  s(x-a). (4)

The intensity of the fourth term on the right-hand
side of Eq. (4) produces the original image, provided
that g(x) is positive and an intensity-sensitive device
removes phase function r(x). The image is obtained
at coordinate x = a. The undesired terms obtained at
coordinates x = b and x = 2b — a are spatially sepa-
rated from the recovered image.

Bear in mind that the original double random-
phase encoding method requires the complex conju-
gate of the Fourier phase key to decrypt the image.
The two step JTC architecture is inherently holo-
graphic. In the decryption step, an exact complex
conjugate of the key code does not need to be used,
just plane-wave illumination is necessary to imple-
ment the decryption procedure. As expected, if the
illumination wavelength changes maintaining the
reference random-phase key code, the encrypted
spectrum changes as well. To proceed with the multi-
plexing, each input object encrypted with a different
wavelength, is recorded one by one at the output
plane. Each JPS associated with each channel is
stored in the same medium, thereby generating
the multiplexed joint power spectra.

In the above image encryption system, we en-
crypted the information independently in several
channels and the iterative encryption method in-
creases the number of keys. The keys in all these
channels should be correct for decryption, otherwise
we could not correctly recover the information.

3. Wavelength Sensitivity and Noise Influence

In this analysis we assume that the phase key code
h(x) is correct. If adequate wavelength 1 is used for
decryption, the image is correctly decrypted. Other-
wise, the random noise introduced by A (x) cannot be
removed and might affect the information recovery
of the system. Let us assume that the decryption
wavelength differs in AJ from the encryption wave-

length. In this case, the impulse response (IR) of the
decryption system becomes, in single coordinate
notation [14],

exp[2xif /(A + A4)]
i+ ADf

x exp{u_:—zll)f £ —x0]2}, (5)

where f represents the focal length of lens L and x
and x, are spatial variables. It is possible to show
that

IR(x,x0,f, A + AX) =

1 1 Al
A+AL A A2 (6)
Using Eq. (6), the first phase factor of Eq. (5) can be
expressed as exp|27if /] exp[-2zif A1/%]. That is, the
effect of A is to add a phase to the phase distribution
in the transform plane. By a similar analysis, we can
show that the second phase factor affects the distri-
bution in the transform. Thus, application of the cor-
rect phase code cannot remove the phase introduced
by AA This phase adds up to the random original
structure mapping it in the decryption step in an-
other random distribution that does not coincide
with the original one. Therefore the propagation fails
to decrypt the information correctly.

Let us consider the wavelength selectivity when
one has the correct phase key to decrypt data.
One-dimensional notation is used for simplicity.
We therefore write the reconstruction of the fourth
term of Eq. (1) with an incorrect wave field
H () exp[-2xibny] as follows:

W(v) = K(v) exp[-27i(P() - @),  (7)
with K(v) = R(v) @ G(v), and its inverse Fourier
transform yields to

w(x) = r(x)g(x) @ Flexp[-27i(P(n) - Pw))]l, (8)

where n=1/(A+ AZ) is the wavelength ratio be-
tween the recording and the readout beams, and ran-
dom phase functions ®(yv) and ®(v) are statistically
independent and are uniformly distributed in the in-
terval [0,2z]. This fact prevents the correct recon-
struction of the encrypted object. Actually, because
of the finite correlation length of the mask, there will
be a partial overlap between ®(nv) and ®(nv) as a
function of the correlation length and the scale
change. The result shown in Eq. (8) reveals that it
is impossible to faithfully reconstruct the encoded
information.

We performed an encryption procedure to codify
the inputs by using a 640nm wavelength. Let us
evaluate the influence of the input data pixel amount
when decrypting with a shifted wavelength with
respect to that employed in the encryption step. To
implement the evaluation, the same input image
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with different sizes is employed. In Fig. 2, the first,
second, and third column display the decrypted
images when the input image sizes are 400 x 400,
300 x 300, and 200 x 200 pixels, respectively. The
first row in Fig 2 shows the decrypted images when
the decryption wavelength is also 640 nm. In the suc-
cessive rows the decrypted images were obtained
with a decryption wavelength that differs in steps
of 4nm with respect to that employed in the encryp-
tion procedure (640 nm wavelength).

A parameter to obtain a more quantitative evalua-
tion is the mean-square error (MSE). Figure 3 shows
the MSE curves calculated between the original data
correctly decrypted and the decrypted data when a
shifted wavelength is employed in a single encryp-
tion procedure. The data employed in calculating
the curves belong to the cases considered in Fig. 2.
Each curve shows the wavelength shifting sensitivity
behavior of the system. The 400 x 400 pixel en-
crypted image curve shows that, when the wave-
length difference is 4nm, the mean error between
decrypted and original data is 0.9. For the same
wavelength difference, in the 200 x 200 pixel en-
crypted image, the mean error is 0.5. These results
also illustrate that the wavelength sensitivity of
the encrypted data depends on the amount of

Fiear
read=out | 400 x 400 pix | 300x300pix | 200 x 200 pix
(nm)
640 nm
636 nm
MSE = 0.8003 MSE = 0.6249 MSE = 0.4334
632 nm
MSE = 0.9676 MSE = 0.9046 MSE = 0.8036
o .
MSE =0.9789 MSE =0.97 MSE =0.923
624 nm
MSE =0.9708 MSE =0.9792 MSE =0.9934

Fig. 2. Results showing the reconstruction of the encrypted input
data, the word CIOP, for different input pixel size and for a read-
out wavelength shifted with respect to that used in the write-in
step. The MSE value is listed for the shifted wavelength recon-
struction cases.
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Fig. 3. MSE in terms of the read-out wavelengths. Note that the
write-in wavelength is 640 nm.

encrypted information. This fact suggests that, if a
certain degree of fidelity recovering is required, as
the input data amount increases a shorter wave-
length shifting decryption is allowed. This analysis
can be utilized in a multiplexing procedure to decrypt
each input without cross talk.

4. Wavelength Multiplexing

We now analyze a multiplexing procedure to encrypt
and decrypt input images. The proposed approach is
to combine several encrypted images. The encryption
parameter in this case is the wavelength and each
input is encrypted with a different wavelength. It
is apparent that the performance of a multiple image
security system will improve if cross talk is dimin-
ished. Let us consider as an example a four input im-
age encryption of four different characters. Each
encrypted image is decrypted with the same wave-
length as employed in its encryption procedure.
The decrypted images are shown in Fig. 4. The de-
cryption outputs that belong to the same input char-
acter are displayed along each column. For the
decrypted output placed at row m, column i, the
encryption wavelength is 4, = g+ (i = 1)Algy,,

m=1

Aﬁ.o] =0nm

Adyy =2 nm

Ady3 =4 nm

Adgg =8 nm

Fig. 4. Multiplexing decrypted images, each one reading out with
the wavelength as they were encrypted.
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Fig. 5. One channel recovered image sequences that correspond to encrypted NN input images. The input image size is 400 x 400 pixels.

wherem,i=1,2, 3,4, and Aly; = 0 nm, Alyy = 2nm,
Alps =4nm, and Aly, = 8nm. Therefore, the de-
cryption outputs shown in the first row (m = 1) cor-
respond to the case when all the input characters
are encrypted by the same wavelength, that is,
Ao = 640 nm. These outputs show that the correct in-
formation is revealed, although it suffers from severe
cross talk because each decrypted character is dis-
played simultaneously with the remaining charac-
ters and all have the same fidelity.

In the second row, Algy = 2nm and each decrypted
character also suffers from cross talk although it is
clearly attenuated in comparison with the situation
in the first row. In the third row, Alg3 = 4 nm and the
residual cross talk is further attenuated. As men-
tioned, the decrypted images in all cases are read
out with the same wavelength with which they were
encrypted. In addition, the decryption outputs are
displayed along each column belonging to the same
input character; along each row one can observe that
the cross-talk strength of the remaining characters is
not uniform. For example, the character I adds cross
talk to the outputs in the second row, columns 1, 3,
and 4. But its strength is higher in columns 1 and 3
than in column 4. Clearly, its residual appearance
depends on wavelength shifting. The decryption
procedure reveals cross-talk attenuation when A/ in-
creases. Finally, in the fourth row, with a wavelength
separation of 8 nm, cross talk disappears and each
character suffers only random noise. Therefore, in
general, in a multiple decryption procedure when
reading out with 4;, the ith decrypted image can be
expressed as

8i(x) = gi(x) + n(x), 9)

2

n(x) =Y wjx,4+Aly), i=1N, (10)

J=1

with wj(x, ﬂi + Aﬁl‘]) is defined in Eq (§), AAU = ﬂj - /Ii,
and N represents the number of multiplexed images.

N =20 N =30
© (d)

The least separation Al,;, between the two oper-
ating wavelengths should take the value that makes
cross talk n(x) become random noise. From this point
of view, the cross talk is specified by the impulse re-
sponse of each stage of the system or the system’s
structure parameters. In our case, Al,;, is Snm.
As is shown in Ref. [20], by recording more than N
encrypted images in the same file, the mth user
can recover his secret image in a form that contains
cross-talk noise that is greater in strength than that
in Eq. (9). Moreover, its strength increases along with
the total number N of encrypted images.

Figure 5 shows the decryption results when the
same input is multiplexed N times with N = 10,
20, and 30 and A1 is 8nm. It is observed that the
noise increases when N increases. Although this
noise is diffuse, the signal of interest is immersed
in it when the cross-talk strength is large enough.
Therefore, it will always be necessary to determine
the maximum number, N, that the recovered
authorized signal can tolerate. In addition, the criter-
ion ought to be the error between the recovered
image and the corresponding input image.

5. Conclusions

Multiple secure data recording has been demon-
strated in a joint transform correlator scheme that re-
quires neither phase conjugation nor accurate optical
alignment as with the conventional 4f architecture. In
our proposal, the random phase mask and wave-
length are essential encoding keys. The multiplexing
procedure implemented uses the wavelength as the
encryption parameter. Each new input is encrypted
with a wavelength that is shifted with respect to
the wavelength used to encrypt previous inputs. An
important result becomes obvious when one considers
that the input image size or, equivalently, the amount
of information stored affects the decryption informa-
tion. In this sense, we proved that a minor change in
the decoding wavelength reconstruction affects the fi-
delity of data recovery, which in turn depends on the
input image size. We have to note that, in a multiplex-
ing procedure, we are unable to distinguish whether
the JPS is constituted by a single or several joint

10 April 2009 / Vol. 48, No. 11 / APPLIED OPTICS 2103



power spectra. This feature is a consequence of the
nature of the JPS data and also reinforces the security
that we pursue in our approach. Our multiplexing
scheme is immune to known attack proce-
dures that rely on the existence of an input-
encryption image pair. In this sense multiplexing
increases the protection against attacks. Since the
additive cross talk created by mutual disturbances
results in evident deterioration of the quality of multi-
ple extractions, this multiplexing technique is lim-
ited. The quality of the final decrypted image
depends on the object bandwidth imposed by multi-
plexing for any given optical architecture. These
constraints imply an upper limit to the number of
multiplexed images in a rather complex way.

This research was performed under grants
CONICET 5995, ANCYT PICT 1167 (Argentina),
and Facultad Ingenieria, Universidad Nacional de
La Plata, Argentina.
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