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Abstract. We study the wavelength-division multiplexing implementa-
tion of the recently proposed temporal Fresnel transform encoding tech-
nique, in order to evaluate its potential application for secure data trans-
mission in short-haul fiber optic links. The different signal broadenings
produced by each stage of the encoding process are analyzed in a dual
time-frequency domain by using the Wigner distribution function. Fur-
thermore, the robustness of the proposed method is illustrated by com-
paring the signal-to-noise ratio between the input and the decrypted sig-
nals obtained by varying typical parameters of the encryption-decryption
setup. Numerical simulations revealed good system performance. Fi-
nally, we consider experimental feasibility with current photonic technol-
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1 Introduction

Information security is a subject of ever increasing impor-
tance. Optical techniques have shown great potential for
information security applications in the spatial domain, es-
pecially since the middle 1990s, when Réfrégier and Javidi
proposed a double random phase encodlng technique
(DRPE) to encrypt high-security 1mages ' This technique
involves the multiplication of the input image by two ran-
dom phase masks (RPMs) located in the input and the Fou-
rier planes of a 4f system, respectively. It can be shown that
if these RPMs are statistically independent white noises,
then the encrypted image is also a complex white noise
signal. Because detectors are phase-insensitive, the RPM
located at the Fourler plane serves as the only key in this
encryption scheme.' Enlarging the key space is a well-
known approach to increase the security level.? One way to
achieve it is by encrypting images through the fractional
Fourier transform DRPE; as a result, the scale factors and
the transform orders offer additional keys. ~ Moreover, a
phase- encodmg version of the DRPE setup was also
proposed and a slight improvement in robustness to addl—
tive noise was numerically demonstrated in that case. " An-
other approach closely related to these technlques (and
somewhat simpler) is the lensless DRPE.* It replaces the
4f systems by simple free-space propagation of the light
amplitude between RPMs. From a mathematical point of
view, the Fresnel transform serves here as the basic operat-
ing principle. We refer to this encryption setup from now
on merely by the acronym for Fresnel transform encoding
(FTE).

The development of low-loss, dispersion-optimized
transmission optical fibers has revolutlomzed telecommuni-
cations by its unprecedented p0551b111tles S1gnal multi-
plexing is a standard way of increasing the bit-rate require-
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ments, for fully exploiting their inherent transmission
capacity within networks. A variety of multiplexing
schemes can be implemented in order to increase the sys-
tem capacity. As an example, wavelength-division multi-
plexing (WDM) is a technology that multiplexes several
optical carrier signals on a single optical fiber by using
different wavelengths.10 It has two distinct advantages: (i)
time-varying data streams can be sent in parallel, and (ii)
time-costly operations can be carried out at great speeds. As
a result, it has found growing importance in data transmis-
sion.

Very recently, Cuadrado-Laborde proposed a temporal
Fresnel transform encoding technique.ll Our purpose here
is extending that approach to encrypt and efficiently trans-
mit time-varying optical data streams by using several
channels, mainly for secure short-haul telecommunication
applications (e.g., for metropolitan networks). Most encryp-
tion techniques in the spatial domain use Fourier
lenses' %, however, in the time domain, the implementa-
tion of Founer lenses based on electro-optic phase modu-
lation (by far the most common available technology in this
field) sometimes becomes cumbersome or even impossible,
because the time aperture and the phase factor are inversely
related (i.e., the longer the time aperture, the smaller the
phase factor)."? For this reason it becomes even more im-
portant than in the spatial case to make a time-domain
analysis of a lensless encryption approach and its WDM
possibilities.

The paper is organized as follows. In Sec. 2.1 we present
the encryption and decryption stages of the WDM FTE plus
the single-channel FTE operation. The different broaden-
ings produced at each stage of the encoding process, in
both time and frequency domains, are reviewed in Sec. 2.2.
Computer simulations supporting the theoretical findings
are presented in Sec. 3. In Sec. 4 we discuss some practical
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Fig. 1 WDM-FTE setup for encryption. Here f(t,\; is an optical
input signal, ¢(t,\) its encrypted counterpart, «(t,\; the impulse
response of a single-channel encryption stage, and &(t,\q,...,\p)
the WDM-encrypted signal at the input of the fiber optic link.

features of the experimental implementation of the pro-
posed setup. Finally, our conclusions are presented in Sec.
5.

2 Wavelength-Division Multiplexing Fresnel
Transform Encoding for Time-Varying
Signals

21 WDM and Single-Channel FTE: Encryption-
Decryption Setups

We start by briefly reviewing the FTE, as it was originally
proposed in the space domain.*® Two RPMs are employed,
the first placed at the input plane, and the second located at
a distance z; away. The output plane is defined at a distance
Z, from the second RPM. When the system is perpendicu-
larly illuminated with a plane wave of wavelength A, the
encrypted image is obtained at the output. In this method,
the second RPM, z;, z,, and even A\ act as keys. Since the
inverse Fresnel transform cannot be realized optically, the
complex conjugation of the encrypted image should be
taken as input for decryption. The decryption setup is the
same as that for encryption, but in the reverse direction.
Later, Chen and Zhao upgraded the FTE setup for realizing
the possibility of optical color image encryption by wave-
length multiplexing.13 Recently Peng et al. showed that the
FTE scheme is vulnerable to chosen-plaintext attack
(CPA).14 They showed how an opponent can access random
phase keys in either the input or the Fresnel domain, if the
wavelength and the propagation distances are known, with
the impulse functions as chosen plaintexts. However, it
should be remembered that CPA becomes important in
other contexts, in particular in public-key cryptography,
where the encryption key is public and attackers can en-
crypt any plaintext they choose. Besides, it is not a trivial
task for an eavesdropper to get the knowledge of both
propagation distances and the mean wavelength. Anyway,
we proceed as in Ref. 13, enlarging the key space, in order
to improve the security performance, consecutively em-
ploying the Fresnel transform several times, as is later
shown in the description of single-channel FTE.

First we discuss the photonic implementation of the
multiple-channel encryption setups, postponing until later
the detailed discussion of the single-channel FTE setup.
Figure 1 shows the WDM-FTE setup for time-varying sig-
nal encryption. The transmission of each optical data
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Fig. 2 WDM-FTE setup for decryption. Here é(t,)\1,... ,\p) is the

WDM-encrypted signal at the output of the fiber optic link, z/}(t, \) a
single-channel encrypted signal, §(t,\) its decrypted counterpart,
and 7(t,\;) the impulse response of a single-channel decryption
stage.

stream f(r,\;) through a single-channel encryption stage
[with temporal impulse response «(z,\;)] produces at the
output the encrypted signal #(z,\;). This signal represents
the encryption of each input time-varying optical data
stream at a specific wavelength \;. The wavelength depen-
dence within the argument of functions is expressed only
when strictly necessary within this article, because in
WDM it is clear that each communication channel is char-
acterized by its wavelength. The several encrypted signals
are transmitted together by the same fiber optic link by
recombining them through a multiplexer; i.e.,
&t Ny, ..., \,)=2,y(t,\;), where n represents the total
number of channels.

Figure 2 shows the WDM-FTE setup for decryption.
The circumflex accent over the signals stands for those
changes introduced by the transmission through the fiber
optic link; in this way the multiplexed signal is represented

by &, \,,...,\,). After demultiplexing, each signal com-

ponent [e.g., ¢4t,\;)] is decrypted by passaging it through
its corresponding single-channel decryption stage, with
temporal impulse response 7(z,\;). The output g(¢,\;) rep-
resents the decryption result of each input optical data
stream f(£,\;).

Now we discuss in more detail the time-domain single-
channel FTE encryption and decryption setups. Because the
single-channel setups are essentially the same for every
channel, for the sake of clarity we omit within this discus-
sion subscripts or arguments denoting wavelength depen-
dence. For transferring the FTE setups to the time domain,
we make use of the space-time duality, which expresses the
resemblance between the equations that describe the
paraxial diffraction of beams in space and the temporal
dispersion of narrowband pulses in a dielectric medium
(first-order dispersion).'>'>""” Basically, the distortion of a
pulse in a dispersive medium because of first-order chro-
matic dispersion is mathematically identical to Fresnel dif-
fraction; i.e., they have the same impulse response provided
a change of variables is made. In this way it is possible to
transfer the FTE setup to the time domain.

Figure 3 shows the proposed single-channel FTE en-
cryption setup. The RPMs have been replaced by phase
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Fig. 3 Single-channel FTE setup for encryption. Here f(t) is an op-
tical input signal, and (1) its encrypted counterpart; «,(1) is the im-
pulse response of each encryption stage, which is composed of a
phase modulator fed with a quasi-white-noise signal ny(f) plus a
dispersive stage represented by its temporal impulse response r,(1).

modulators (PMs); i.e., py()=expl[j2mn(r)], where n;(r)
denotes an independent electrical white noise sequence uni-
formly distributed in [0, 1] at the k’th encryption stage of
the corresponding channel. The pulse propagation through
a first-order dispersive medium [represented in Fig. 3
through its temporal impulse response ry(f)] replaces the
free-space propagation through a distance z;. This can be
treated as a conventional phase-only filter, providing a qua-
dratic spectral phase response (linear group delay). Thus,
its frequency response can be expressed as Ri(w)

:exp[ij(I)(zlg/Z], where R,(-)=3[r(-)] is the Fourier trans-

form of r(+), w is the angular frequency in baseband, and
(IJ(ZkO) is the first-order dispersion coefficient of the k’th en-
cryptiin stage of the channel,'>!® By using the relationship
(1/\2a)exp(-w?/4a)=T[exp(-at?)], the temporal impulse
response results as r(f)=exp[—(j /2<I>(2]8)t2],12 where the
constant factor has been discarded.

On the other hand, the fact that positive or negative dis-
persion can be obtained adds an extra degree of versatility
in the time domain, something that is not present in the
spatial case, where the complex conju%ate of the encrypted
signals has to be taken for decoding.& "'n turn, this intro-
duces the following change in the decryption setup, as com-
pared with Refs. 8 and 9: ri(-) = r;(-)* (see Fig. 4).

The amount of dispersion between the last PM at the
encryption stage p,(7) and the first at the decryption stage
p: (r) should be reduced to zero for a successful decryption.
For mathematical simplicity, and without losing generality,
we assume that all dispersive effects of the fiber optic link
are already included at the last dispersive stage r,(r) of the
encryption. Under this assumption the fiber optic link be-
haves as an ideal transmission medium with unity transfer

function, and therefore (r)= c,Ab(t).11 Then, through a simple
Fourier-transform-based analysis it can be easily demon-
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Fig. 4 Single-channel FTE setup for decryption. The asterisk ( *)
stands for the complex conjugate, and the signals and systems are
the same as in Figs. 2 and 3.

strated that |,(¢)|=|f(¢)|. Therefore, the following keys are
necessary for decoding each transmitted channel at the de-
cryption stage:

keys: {ny(1), ... ,nn_l(t),n,,(t);(l)gi,), ,@5’3‘”,@;’33\}.
(1)

Because detectors are not phase-sensitive, the final phase
correction through pT(t) is not generally needed; hence
n,(t) was removed from the keys list and the last decryption
stage (see Fig. 4). In Sec. 3 we analyze how sensitive the
decryption stage is against a detuning of these parameters.

In this way, x,(¢) [ 7:(t)] becomes the impulse response
of the k’th encryption [decryption] stage; see Figs. 3 and 4.
It can also be observed that we have extended each encryp-
tion stag%g to the n’th degree to increase its security
strength.

Finally, the following relationships exist between the
WDM FTE and single-channel FTE (see Figs. 1-4):

k(0) =1 wi(0), (2a)
k=1

) =11 7o), (2b)
k=1

where n represents the total number of encryption stages. It
should be kept in mind that as the data propagate through
the encryption process, the signal temporally broadens.
Therefore, the time aperture of the (k+1)’th PM of the
encryption stage should be slightly larger than that of the
k’th PM, in order to phase-modulate the partially encrypted
signal completely and correctly.
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2.2 Signal-Spreading Analysis in Time and
Frequency Domains

Quantifying the spreading in both time (f) and frequency
(v) domains as the signal is encrypted becomes a requisite
for analyzing the multiplexing performance of the proposed
setup. In what follows we assume that signals [e.g., f(7)]
are bounded within some finite region in the time-
frequency phase-space domain. Of course, this really
means that we only take into account (for analysis pur-
poses) the part of the time-frequency phase-space domain
(z,v) where both the optical power of the signal itself and
its spectrum are significantly nonzero functions This means
that the following relation should be satisfied:

{f@,Fw}=0  v{

where—and from now on—a capital letter stands for the
Fourier transform of the signal denoted by the correspond-
ing lowercase letter: F(v)=3[f(¢)]; and where At; and Av,
are the total temporal and frequency extents, respectively.
Arguments or subscripts denoting wavelength dependence
are omitted in this subsection, since the results to be de-
rived are equally applicable to any wavelength. The Wigner
distribution function (WDF) is specially appropriate for
performing this analysis in that it gives, roughly speaking,
the distribution of the signal energy over time and
frequency.'**” The WDF of a one-dimensional signal f(7) is
given by

t V|} > {Atf/2,Avf/2}, (3)

bl

Wit,v) = ff(t +t'12)f*(t —t'12)exp(— i2mvt") dr’. (4)

There are two processes involved as the input signal is
progressively encrypted, namely, phase modulation with a
random signal, and subsequent propagation through a first-
order dispersive medium; see Fig. 3. In the time domain,
from a mathematical point of view, the first process is a
product of the signal and the complex exponential associ-
ated with the phase modulation, while the second is a con-
volution between the output of the first process and the
temporal impulse response of the dispersive medium.'® Re-
garding the first process, there is a property of the WDF
that is especially useful: the multiplication of two functions
in the time domain [e.g., g,(t)=f(1)p,(?); see Fig. 3] implies
a frequency-domain convolution of their corresponding
WDFs'?":

W,(t,v) = f Wit,v—v")W,(t,v") dv'. (5)

From Eq. (5) the product signal g,(¢) with time width Atfgl)

becomes the temporal overlapping of the individual signals
(having time widths At; and Ati()l)), which can be expressed
as At;1>:min{Atf,At;1)}, where min{,} stands for the lesser
quantity between the braces. On the other hand, following
Eq. (5), the bandwidth of the product siﬁnal is the sum of
the bandwidths of the individual signals.*'**' Both effects
are summarized below

Ati,l) = Atf, (63)
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Avél):AI{,~+ AVE,I), (6b)

where in Eq. (6a), it is considered than the time aperture of
the PM should be large enough to phase-modulate the
whole input signal, so that, as a consequence,
min{Atf,At;”}:Atf.“

Now we turn our attention to the second process, the
propagation of a signal through a first-order dispersive me-
dium. This can be mathematically expressed as a Fresnel
transform, which is a member of the three-parameter class
of linear integral transforms, widely known as linear ca-
nonical transforms (LCTs), defined as'®**

fapt") =exp(— jm/4) VB
. f f(expljm(ar® =2 + y'>)]dt,  (7)

where a, 3, and 7 are real constant parameters. It can be
recognized that Eq. (7) also describes the Fourier transform
and the fractional Fourier transform as special cases. The
effect of a LCT on the WDF can be represented in the
follovxgr%% matrix notation in the time-frequency phase
space

)=t i) 6
V') \=B+aypB aB)/\v)’ )

where (¢',v') and (¢, v) denote the transformed and initial
points in the time-frequency phase space, respectively. Us-
ing the introduced formulation, we can calculate the signal
at the output of the dispersive medium %,(¢) as the convo-
lution between g,(f) and the impulse response of the dis-
persive medium r(¢) (see Fig. 3), as follows:

hy(t") =g,(t) * r (1) = f g1(Or (" —1) dt

1
= f gl(t)exp<_jm(ﬂ - t)2> dr, )
20

where * stands for the convolution operation, and the pre-
viously derived impulse response of the dispersive medium
was used. Equations (7) and (9) reduce to the same expres-
sion (except for a constant factor) provided the following
relationships are fulfilled: a=8=y=-1 /(277(1)%)). Next, by
substituting these values in Eq. (8), the following transfor-
mation operates in the time-frequency phase space:

v\ (1 —27r<1>§3)<t)
(v’>_<0 1 v/ (10)

This relationship is fulfilled for every point in the time-
frequency phase space. However, because we are analyzing
the signal spreading, we introduce in Eq. (10) the temporal

and frequency extents; i.e., {t,v}:{Atél),Avg)} and
{t’,v’}i{Atél),szl)}. Therefore, the following equalities
are obtained:

ALY = A Z 2] AL, (11a)
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A =Au). (11b)

The final broadenings that are obtained when the input sig-
nal passages through the tandem PM dispersive medium
can be derived by substituting Eq. (6) in Eq. (11), and so

At = Atp= 2 @Y (A v+ Av)), (12a)

AV21)=AVf+AVLI). (12b)

These results can be easily extended to n encryption
stages. In the following section we numerically illustrate
the WDM-FTE performance by using two encryption
stages, so we rewrite Eq. (12) to include n=2 stages:

At,=At,— 27OD(A v+ Avl(,l)) —27®R) AV, (13a)

Avy,=Av+ AVS) + AVE,Z),

(13b)

where @;?ECI)(;O)HIJ%). Equation (13a) states that the en-
coded signal transmitted by the fiber optic link has a time
width Az, that depends directly on both the time width of
the input signal and the dispersion parameters of the encod-
ing setups (through q)(zi)) and @%). Regarding with the
bandwidth of the encoded signal Av,, like At,, it depends
on the input signal’s spectral characteristics (through Avy),
and the phase modulators’ spectral contents Av'Y and Av ),
which in turn are determined by n,(z) and n,(#)." !

3 Numerical Results

Certainly, the technique fails if we have to transmit time-
unlimited, as well as bandwidth-unlimited, signals. In fact,
if white noise is used for encryption, the time width of the
encoded signal broadens excessively, thereby slowing the
data transmission speed. This fact can be further corrobo-
rated by analyzing Eq. (13a), if we wish to exploit the fiber
optic multiplexing capabilities. Thus, it becomes evident
that true white noise cannot be employed, because both Az,
and Av,, directly depend on AvY and Av'?, which in turn
are determined by the spectral content of the electrical sig-
nals used for the two PMs, viz., n,(r) and n,(r); see Fig. 3.
Therefore, in order to get a noise signal that accomplishes
both requirements—secure encoding and bandwidth
limitation—we propose using a quasi-white-noise signal
with a well-defined bandwidth that is obtained by applying
an iterative procedure to limit the spectral content of P(v)
below a certain threshold value Avp, where we have omit-
ted the use of indices for Avp, because this procedure
should be performed in the same way for every PM, inde-
pendently of encryption stage or channel wavelength.

Ver?/ recently one of us described the procedure in
detail'"; therefore we just summarize its main features here.
The input to the process is a true random PM function
described by pg(f), and its spectral content is iteratively
reduced to the desired value, Av,. The procedure is stopped
after the j’th iteration when the error given by e
=1 Avp,2|Pj(v)|2 dv becomes small enough. For computa-
tional purposes, we have used random PMs having a spec-
tral content limited below Avp ~45 GHz, obtained with 15
iterations, after which e is below 1%.
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Fig. 5 Input signal intensities of (a) f(f,\;=1548.51 nm), (b) f(t,\,
~1549.31 nm), (c) f(t,\3~1550.12 nm), (d) f(t,\,~1550.92 nm),
and (e) f(t,\s=1551.72 nm). The data stream is composed of eight
time slots of 200 ps each, and a 1 data bit is represented by a
Gaussian optical pulse of 40-ps mean width at 1/e intensity.

Numerical calculations were performed in a time win-
dow of =137 ns with 2!7 equally spaced points (time dis-
cretization). These values are large enough to correctly vi-
sualize both the signals in the time domain and their
Fourier spectra.

Figure 5 shows the binary optical input signals to the
FTE setup sketched in Fig. 1. Each input is composed of
eight slots, each one having a time width of 7;=200 ps, so
becoming the temporal extension of one data stream with
At;=1.6 ns. Inside each slot, a 1 data bit is represented by
an optical Gaussian pulse of unit intensity and mean width
Ty=40 ps at 1/e intensity; whereas an empty slot repre-
sents a 0 bit. The interference effects between adjacent
channels are illustrated by using the following five input
signals (in order of increasing wavelength): (a) f(z,\,
~1548.51 nm), (b) f(t,\,=~1549.31 nm), (c) f(z,\s
~1550.12 nm), (d) f(z,\s=1550.92 nm), and () f(z,\s
~1551.72 nm), which are sufficiently representative of a
narrow band in a WDM transmission at 100-GHz spacing.
The same total dispersion was selected for every channel:
CD(2€)=®(23+<D(2%)=—4>< 103 ps®/rad. However, in order to
use different keys for each channel, the dispersion distribu-
tion between encryption stages was varied, between q)glo”)
and (I)%”). In this way, the selected keys for f(z,\;) to
f(t,\s) become (relative to ®)): {0.5,0.5}, {0.55,0.45},
{0.45,0.55}, {0.4,0.6}, and finally {0.6,0.4}.

“All wavelengths were selected according to ITU-T Recommendation
G.694.1 (06/2002), “Spectral grids for WDM applications: DWDM fre-
quency grid.”
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Fig. 6 (a) Encrypted signal intensity corresponding to a single chan-
nel, viz., ¥(t,\3). (b) Encrypted signal intensity corresponding to the
WDM transmission of the five data streams shown in Fig. 5; i.e.,
&t,Nq,...,N5). (c) and (d): spectral powers W(v,\z) and
E(v,\1,...,\s) of the signals shown in (a) and (b), respectively. All
wavelengths are the same as in Fig. 5.

Figure 6(a) shows the intensity of an encrypted signal,
viz., (t,\3), whereas Fig. 6(b) shows the total intensity of
the simultaneous transmission of the five encrypted data
streams, i.e., &(,\,...,\s). Their corresponding spectral
powers are shown in Fig. 6(c) and 6(d); they are denoted by
W(v,\53) and ZE(v,\;,...,\s), respectively. It can be ob-
served, by comparing Figs. 5(c) and 6(a), that the encrypted
signal  has temporally  broadened, from At (3)
=1.6 ns to A/’ ~2.6 ns. This last value compares reason-
ably well Wlth the predicted value obtained by applying Eq.
(13a), A#Y ~2.8 ns, where the spectral extent of the input
signal Ay E )~5 GHz (i.e., A)\(3)~O 1 nm) was directly ob-
tained from the calculated spectra (not shown). Regarding
the spectral extent, Fig. 6(c) shows that, as a consequence
of the encryption process, it has increased to AV

~90 GHz (i.e., A)\(l; ~(.8 nm), which also compares rea-
sonably well with the value predicted by Eq. (13b), viz.,
AV(3)z99 GHz. Finally, it should be taken into account
that Egs. (13a) and (13b) are approximate, in that they were
obtained by assuming that signals are bounded in both time
and frequency [see Eq. (3), where the time-frequency un-
certainty principle is relaxed]. This is the main reason for
the difference between obtained and calculated values.

After passaging through the multiplexer, all the en-
crypted signals are recombined, thereby sharing the same
time window, which is a distinctive feature of WDM
transmission.'’ For this reason the five channels together
have the same total temporal extension as one single en-
crypted signal [see Fig. 6(b) as compared with Fig. 6(a)].
Finally, in Fig. 6(d) the whole five-encrypted-signal spec-
trum is shown, where it can be seen that there is no appre-
ciable overlap between single-channel spectra.

Figure 7 shows the decrypted signals corresponding to
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Fig. 7 Decrypted signal intensities corresponding to the inputs
shown in Fig. 5: (a) g(t,\¢), (b) g(t,\,), (c) g(t,\5), (d) g(t,\4), and
(e) g(t,\s). All wavelengths are the same as in Fig. 5.

the FTE encryption of the signals showed in Fig. 5. One
can clearly observe the close resemblance between the in-
puts and decrypted signals. The small ripple present in the
decrypted signal diminishes as the separation between
channels enlarges; in this way, a compromise between noise
and channel capacity must be reached. The separation be-
tween channels, A2, depends on the frequency extent of
the encrypted signal, see Eq. (13b). Until now, it has re-
mained constant and equal to AV9I=100 GHz, a value that
is large enough to prevent severe crosstalk between chan-
nels [see Fig. 6(a)]. Figure 8 shows the behavior of a typi-
cal decrypted signal [viz., £(z,\,)] when the separation be-
tween channels, Av©, is varied. In (a), Av'9=200 GHz
(A, =1548.51 nm and A\3=1550.12 nm), yielding a better
signal decryption than that shown in Fig. 7(b). In (b),
Av9=50 GHz (A\,~1549.72 nm and \;~1550.12 nm),
and a worse decrypted signal is clearly observed. For both
cases, the spectral powers are also shown in order to better
illustrate the crosstalk effects [see Fig. 8(c) and 8(d)].
When Av©=~50 GHz, the decrypted signal presents a
strong degradation because the selected separation between
channels is smaller than the spectral extent of the encrypted
signal, as can be easily observed in Fig. 8(d) and further
checked with Eq. (13b).

As it was mentioned in Sec. 2.1, it is important to ana-
lyze the method’s sensitivity to variation of its key param-
eters. We qualify the resemblance degree between the origi-
nal signal and its decrypted counterpart with the signal-to-
noise ratio (SNR) defined by

August 2008/Vol. 47(8)



Cuadrado-Laborde, Duchowicz, and Sicre: Wavelength-division multiplexing Fresnel transform encoding...

(a) (c)
El
°
5]
2
o
Q.
w
3
2
o
41000 -500 0 500 1000 1547 1548 1549 1550
time (ps) A (nm)
(b) (d)
3
S
[}
H
o
Q
=
8
2
e
41000 -500 0 500 1000 1549 1550 1551 1552
time (ps) A (nm)

Fig. 8 Behavior of the intensity of a typical decrypted signal,
§(t,\,), when the separation between channels, A1\9, is varied: (a)

Av9=200 GHz (\,~1548.51 nm and \3~1550.12 nm), and (b)
Av9=50 GHz (\,~1549.72 nm and \;~1550.12 nm). The spec-

tral power is also shown in both cases—(c) é(v,)\2-«1548.51 nm)
and (d) G(v,\,~1549.72 nm)—between adjacent-channel power

spectra, viz., é(V,M) and é(v,xs), to better illustrate the crosstalk
increment.

2
SNR = 10 log TN de . (14)

UGN = (8@ N)| T de

Figure 9 shows the SNR of a decrypted signal, viz.,
8(t,\3), as a function of the relative variation of the first

dispersion coefficient (i.e., ACI)(l /P TS)) of the decryption
stage [r (t,\5)]. From a cryptoanaly51s point of view it is
desuable to have a strong degradation of the decrypted sig-
nal as one, or several, key parameters change even slightly.
However, this feature also makes difficult a practical imple-
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Fig. 9 Signal-to-noise ratio of the decrypted signal g(t,\;) as a

function of the relative variation A®Y:®/®S3 of the first dispersion
coefficient of the decryption stage, f(t xs)
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Fig. 10 Spreading behavior of the intensity of a typical encrypted
signal [viz., ¢(t,\3)] as a function of the spectral extent Ay, of two
different quasi-white noises: (a) Av,~90 GHz, and (b) Aw,
~135 GHz. The spectral power is also shown in both cases, in (c)
and (d), respectively.

mentation of any encryption setup. The behavior of this
encryption setup shown in Fig. 9 is a compromise between
these two considerations and can be considered acceptable
performance.

Finally, we study the behavior of an encrypted signal
[viz., ¥(t,N\;)] as a function of the spectral extent of three
different quasi-white noises: (i) Av,~45 GHz, (ii) Av,
~90 GHz, and (iii) Av,~ 135 GHz. Case (i) was studied
before and is repeated here only for comparison [see Fig.
6(a) and 6(c)]. Figure 10(a) and 10(c) and Fig. 10(b) and
10(d) show the encrypted signal and its corresponding
spectra for cases (ii) and (iii), respectively. The temporal
and frequency extents of the encrypted signal for the sec-
ond and third cases, observed from Fig. 10, are: (ii) A
~4.2 ns and Av(j ~180 GHz (i.e., A)\(B)~1 4 nm), and
(iii) At 3)~5 ns and Av(l;)~220 GHz (1 e., A)\(l; ~2 nm).
These values compare reasonably well w1th those predicted
from Eq. (13): (ii) Ar 3)~4 ns and AV ~190 GHz, and
(iii) Ar 3)~5 1 ns and Av )~270 GHZ

4 Feasibility Considerations

Now we consider the experimental implementation feasibil-
ity of the proposed setup. The example studied throughout
this work, as regards with the separation between channels,
belongs to dense WDM (DWDM). In the case of applica-
tions using the entire frequency band between second and
third transmission windows (between 1310 and 1550 nm),
OH-free silica fibers could be used in order to fully exploit
the WDM capacity of this encryption setup. These fibers
nearly eliminate the OH attenuation peak, as well as estab-
lishing performance requirements in the L band, spanning
the communication wavelength range from =~1310 nm to
=~ 1625 nm, and allowing for full-spectrum operation. For
instance, a full-spectrum single-mode fiber has typical dis-
persion values ranging from zero at Ay=1317 nm to D
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~20 ps/(nm km) (ie., B,~-285ps’/km) at X\
~1625 nm." By employing this fiber, and by considering
the frequency spacing mainly used throughout this work
(i.e., Av9=100 GHz), ~430 channels could be assigned
for secure data transmission. Otherwise, with an ordinary
single-mode fiber, =213 channels could be transmitted in
both windows (=170 and =43 channels in the second and
the third window, respectively). Moreover, the wavelength
dependence of the dispersion of the fiber optic link should
be carefully considered in the experimental implementa-
tion.

Polarization-mode dispersion (PMD) induced by random
birefringence in single-mode optical fibers can be the domi-
nant source of pulse distortion in high-bit-rate transmission
systems at great distances.'” However, PMD coefficients of
contemporary fibers can be as low as 0.02 ps/km'"?. For
the aforementioned full-spectrum fiber, the typical PMD
value is lower than 0.06 ps/km!?. Because this encryption
method was intended mainly for short-haul fiber optic links
(e.g., metropolitan distances), PMD does not constitute a
major problem in a WDM context.

5 Conclusions

The implementation of the WDM FTE technique in the
temporal domain was studied to evaluate its potential ap-
plication for secure data transmission in metropolitan fiber
optic links. Decryption by an eavesdropper becomes impos-
sible because of the large number of degrees of freedom
involved and the vast number of possible permutations of
parameter keys. Special emphasis was placed on analyzing
the optical fiber multiplexing capabilities. We have found
general expressions relating the temporal and frequency ex-
tents of the encrypted signal transmitted through the fiber
optic link to the input signal and key parameters. As a
result, a quasi-white-noise signal with a well-defined band-
width is used to enhance the channel-number capacity in
WDM.

With this proposal, we are introducing a novel alterna-
tive approach to the the problem of security by handling
multiple data in a temporal dual random phase encoding in
fiber optic links, something that has not been deeply ex-
plored using these techniques. Thus we present a new point
of view with respect to multiplexing transmission mecha-
nisms that expands the possible combinations of encrypted
data within a given fiber optic link architecture.
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