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Optical encryption using phase-shifting
interferometry in a joint transform correlator
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We propose an optical encryption technique where the encrypted field and the decrypting key are obtained
by three-step phase-shifting interferometry and registered as digital Fresnel holograms in a joint transform
correlator architecture. Decryption can be achieved by digital or optical means. The technique allows the
complete process to be achieved at high speed and data to be transfered via digital communication channels.
Experimental implementation is performed in a system based on a programmable liquid-crystal TV display
working in pure phase mode to represent the input data and to introduce the required phase shifts. A CCD
is used to register the output data. © 2006 Optical Society of America

OCIS codes: 100.4550, 100.3010, 090.2880, 120.5050, 230.3720, 070.4560.
Most of the proposed techniques for optical data en-
cryption, among which double random phase encod-
ing is one of the most used,1 include phase encoding
of information by use of random phase masks.2–8

These methods in general involve complex encrypted
data that need to be registered holographically.9 The
recent growing interest in transmission of secure in-
formation via digital communication channels made
that different encryption techniques, based on digital
holography,10 were developed.2–8

In this Letter we present an optical encryption
technique, based on the double random phase encod-
ing, that uses phase-shifting interferometry11 in a
joint transform correlator12 (JTC) system. The data
can be transferred via digital communication chan-
nels and the complete encryption–decryption process
can be achieved at high speed. Most of the encryption
methods involving phase-shifting interferometry
have been developed to operate in systems based on
Mach–Zehnder interferometers, generally including
optical phase retarders and the use of phase masks
that usually require accurate alignment of the
system.2,6 The encryption process that we propose is
performed by means of a JTC-based architecture
schematized in Fig. 1(a), where the scene is en-
crypted at a Fresnel plane by means of a random
phase reference. The encrypted field and the decrypt-
ing key, registered as Fresnel holograms, are ob-
tained by three-step phase-shifting interferometry in
the JTC.13 Here, the position of the Fresnel plane is
an additional security parameter. A CCD is used for
the registering process. A benefit of the encryption
method that we propose is that no alignment draw-
backs are present, as it can be implemented in a very
simple and robust system, where a programmable
liquid-crystal television display (LCTV) working in
pure phase mode is used for both input signal dis-
playing and phase shifting. Some other optical en-
cryption methods, based in a JTC architecture, have
been proposed but they, in general, require precise
alignment in the decryption process as they use a
4-f correlator.4,5,8 In addition, they suffer from auto-

correlation terms present in the output plane. The
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method that we present, and the system that we pro-
pose to implement it, allow us to overcome these
drawbacks. In our technique, once the Fresnel holo-
grams of the encrypted field and the decrypting key
are registered and sent to the receiver, and after
simple digital operations, the receiver can obtain the
phase information of the field diffracted by the scene
at the Fresnel plane. The scene information can be
retrieved by simply performing a Fresnel propaga-
tion process over that phase distribution.14 The sys-
tem used for decryption is a simple architecture,
schematized in Fig. 1(b), where no alignment draw-
backs are present. This process can be performed
both digitally or by optical means, as will be shown.

Both optical encryption and optical decryption are
performed by using the same experimental setup.
The collimated beam of the 457 nm line of an Ar laser
is used to uniformly illuminate the input plane of the
system, which is represented in a Sony LCTV model
LCX012BL extracted from a commercial video projec-
tor. This display, in combination with the adequate

Fig. 1. Scheme of the system for (a) encryption process
and (b) decryption process. SF, L, Ps, and WPs denote spa-
tial filter, lens, polarizers, and wave plates, respectively. A

personal computer is used to drive the LCTV and the CCD.
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state of light polarization (provided by polarizers P1,
P2 and the wave plates WP1, WP2), allows us to reach
a phase modulation near 2� under blue
illumination.15 Then the LCTV, together with the po-
larizers and wave plates, conform the spatial light
modulator that provides the input signal. This field
propagates up to the output plane, which is a Fresnel
plane, in this case set at a distance f=700 mm from
the LCTV. The output information is recorded and
digitalized by means of a CCD and a frame grabber.

The encryption method that we propose is based on
the well-known double random phase encoding tech-
nique. Implementation of this process in a JTC archi-
tecture requires use of complex distributions for
scene and reference to obtain the encrypted field.5 In
our case, as the input signals are displayed in a pure
phase modulator, it is necessary to develop a tech-
nique to introduce the amplitude information. As a
scene, we use a phase-only distribution and emulate
a binary amplitude by conveniently programming a
convergent lens on the LCTV. As a reference, we use
a random phase distribution that generates, at the
Fresnel plane, a complex field also characterized by a
random phase. The process can be mathematically
described as follows. Let us represent by f�x ,y� the bi-
nary function in the �0,1� range corresponding to the
image to be encrypted, by n�x ,y� a white noise distri-
bution also in the �0,1� range, and by l�x ,y� a qua-
dratic phase distribution corresponding to a conver-
gent lens of focal distance f for wavelength �.
Coordinates at the input plane are represented by
�x ,y�. We chose the scene distribution as

e�x,y� = exp�i2��f�x,y�n�x,y���

�exp�l�x − a,y − b��1 − f�x,y���. �1�

It can be seen from this expression that each time
that f�x ,y� takes the value 1, e�x ,y� is a random
phase distribution, and each time f�x ,y� takes the
value zero, this distribution becomes a convergent
lens with the optical axes centered at x=a, y=b.
When e�x ,y� is represented in the input plane and is
illuminated by a uniform plane wave of wavelength
�, the light passing through the zero-valued places of
f�x ,y�, after freely propagating a distance f, is focused
onto a small region centered at coordinates p=a, q
=b, where �p ,q� stand for the output plane coordi-
nates. If we conveniently set a and b, we can concen-
trate the light out of the region of interest and then
we can consider that no light arrives to the output
plane when f�x ,y� is zero valued. It is important to
clarify that, as the LCTV can represent phase distri-
butions in the �0,2�� range, to program the conver-
gent lens we perform a 2� modulus operation over
the phase distribution l�x ,y�. Then, by representing
on the LCTV the phase-only distribution e�x ,y� given
in Eq. (1), we can emulate a complex distribution
where the amplitude is given by f�x ,y� and the phase
by n�x ,y�. Under this approximation, let us math-
ematically represent the scene distribution by
e�x,y� = f�x,y�exp�i2�n�x,y��. �2�
As the reference wave needed to encrypt the scene,
we use a random-phase distribution r�x ,y�
=exp�i2��r�x ,y��, where �r�x ,y� is a white noise dis-
tribution in the �0,1� range and it is statistically in-
dependent from n�x ,y�. We represent scene e�x ,y�
and reference r�x ,y� distributions side by side at the
input plane, centered at �c ,0� and �−c ,0�, respec-
tively, as shown in Fig. 1(a). When we uniformly illu-
minate them, after freely propagating a distance f,
the encrypted field arrives to the output plane. The
intensity can be represented as

I0�p,q� = �E�p,q� + R�p,q��2, �3�

where E�p ,q�= �E�p ,q� �exp�i2��E�p ,q�� and R�p ,q�
= �R�p ,q� �exp�i2��R�p ,q�� represent, respectively, the
diffracted fields of scene e�x ,y� and reference r�x ,y�
at the Fresnel plane.

It is important to mention that the random phase
distribution n�x ,y� introduced on the scene distribu-
tion given by Eq. (2), allows reconstruction of the en-
coded function f�x ,y� by using only the phase of the
field diffracted by the scene at the Fresnel plane.
Thus the decryption process is based on obtaining the
phase information of E�p ,q�. This is achieved by per-
forming two phase extraction processes, by means of
the three-step phase-shifting technique, as explained
below.

First, we extract the phase difference between
E�p ,q� and R�p ,q�. To implement the three-step
phase-shifting technique, phase shifts of 0, 2/3� and
4/3� are performed on the reference distribution
r�x ,y� by programming them directly on the LCTV as
it is working in a pure phase mode. We record the cor-
responding intensity patterns at the Fresnel plane,
which are given by

Ij�p,q� = �E�p,q��2 + �R�p,q��2 + 2�E�p,q��R�p,q��

�cos��R�p,q� − �E�p,q� + j� − 2cp�, �4�

where j takes the values j=0, 2/3, and 4/3. It can
easily be seen that

�R�p,q� − �E�p,q� − 2cp = arctan	 �I4/3 − I2/3�
3

2I0 − I4/3 − I2/3
� .

�5�

Equation (5) represents the phase of E�p ,q� en-
crypted by the phase of R�p ,q�. To recover the phase
information of E�p ,q�, we need to know the phase in-
formation of the encrypting field R�p ,q�. This phase
is obtained by again performing the three-step phase-
shifting process, but now using a constant distribu-
tion as the scene, while the key remains as the refer-
ence. We then represent a constant phase and the
key distribution side by side at the input plane. If the
field diffracted by the constant scene, at the output
plane, is represented as C�p ,q�=exp�i�C�, where �C
is a constant, the new output intensity patterns can
be deduced, from Eq. (4), by replacing E�p ,q� by

C�p ,q�, as
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Ij��p,q� = 1 + �R�p,q��2 + 2�R�p,q��

�cos��R�p,q� − �C + j� − 2cp�, �6�

where again j takes the values j=0, 2/3, and 4/3. We
can calculate

�R�p,q� − �C − 2cp = arctan	 �I4/3� − I2/3� �
3

2I0� − I4/3� − I2/3� � , �7�

and then, by subtracting Eq. (5) from Eq. (7), we ob-
tain �E�p ,q� added to a constant term that can be ig-
nored.

The different intensity patterns can be obtained at
the video rate. Then, after the sender transmits the
six intensity distributions together with the informa-
tion of � and f, the receiver can successfully complete
the decryption process digitally or optically. To digi-
tally recover the encrypted image f�x ,y�, we numeri-
cally perform an inverse Fresnel propagation over
Ẽ�p ,q�=exp�−i�E�p ,q��, which is the complex conju-
gate of the phase-only information, at the Fresnel
plane, of the field diffracted by the scene e�x ,y� given
by Eq. (2). To optically recover the image, Ẽ�p ,q� is

Fig. 2. Images used for the encryption process.

Fig. 3. Results obtained when the complete encryption–
decryption process is numerically simulated. The decrypted
image is shown when (a) the correct key is used and (b) the
incorrect key is used.

Fig. 4. Results obtained when the encryption has been op-
tically performed and decryption has been achieved (a)
digitally and (b) optically.
represented on the LCTV operating in pure phase
mode at the input plane, as shown in Fig. 1(b), and it
is uniformly illuminated to obtain the decrypted im-
age at the output plane.

The two images used for the process are shown in
Figs. 2(a) and 2(b). To test the robustness of the en-
cryption technique, we performed a numerical simu-
lation of the complete encryption–decryption process
for the image of Fig. 2(a). The result obtained when
the correct key is used is shown in Fig. 3(a) while the
result obtained when the incorrect key is used is
shown in Fig. 3(b). It can be seen that the image can-
not be decrypted if the incorrect key is used. In Fig.
4(a) we show the results when the encryption process
is optically performed but the decrypted images are
obtained by digital means. The results obtained when
both encryption and decryption processes are opti-
cally performed are shown in Fig. 4(b).

In summary, we have developed and implemented
an optical encryption technique where the encrypted
field and the decrypting key, registered as Fresnel ho-
lograms, are obtained by three-step phase-shifting
interferometry in a JTC architecture. The decryption
has been achieved optically and digitally by a simple
free propagation process. The technique allows a
high-speed encryption–decryption process for binary
data and is able to operate in a robust and extremely
simple optoelectronic system. The security of the pro-
cess, which is based on the use of double random
phase encoding, can be increased if we consider that
the encrypting key can be updated at high speed.
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