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In this paper, we analyze a joint free space cryptosystem scheme implemented in an actual laboratory
environment. In this encrypting architecture, the object to be encoded and the security key are placed
side by side in the input plane without optical elements between the input and the output planes. In
order to get the encrypted information, the joint Fresnel power distribution JFPD coming from the input
plane is registered in a CMOS camera. The information of the encrypting key is registered with an off axis
Fresnel holographic setup. The data registered with the experimental setup is digitally filtered to obtain
the encrypted object and the encryption key. In addition, we explore the performance of the experi-
mental system as a function of the object-camera and key-camera distances, which are two new para-
meters of interest. These parameters become available as a result of developing this encrypting scheme.
The theoretical and experimental analysis shows the validity and applicability of the cryptosystem.

& 2016 Elsevier Ltd. All rights reserved.
1. Introduction

Optical image encryption opened a new route in information
security to protect data from counterfeiting and unauthorized access.
We are able to meet this challenge from the nanoworld [1] to the use
of QR codes as “information containers” [2–5]. The voyage started
with the contribution of Refregier and Javidi [6], introducing the
concept and the first implementation on the so called 4f encrypting
architecture. The optical encryption scheme is called double random
phase encoding, because involves two random phase masks, one in
the input plane and a second in the Fourier domain. It can be shown
that if the phases in these masks can be described as statistically
independent, then the resulting encrypted image is a white-noise
distribution. Alternatively, other encrypting schemes were developed
under the joint transform correlator (JTC) architecture [7–9]. This
optical setup is more compact than the conventional 4f holographic
scheme, because the object and reference beams share a single optical
system consisting of one Fourier-transforming lens. The JTC encrypt-
ing architecture also offers two major advantages: the encrypted
information is stored as an intensity distribution in a recording media
and the decryption process is performed using the encoding key, not
its complex conjugate. These advantages decrease the requirements
amírez).
for an experimental implementation in a laboratory environment,
thus becoming the favored architecture for most practical applications
[5,10,11]. Digital holographic setups were developed to implement the
JTC cryptosystem [12,13], bringing new exciting possibilities to optical
encryption. On the other hand, several techniques have been proposed
in the literature to optically encrypt images using the gyrator trans-
form [14,15] and the fractional Fourier transform (FFRT) [16–24].

An alternative optical security system for image encryption based
on a nonlinear JTC in the Fresnel domain (FrD) was proposed [25]. In
the suggested scheme, the encryption process is performed by a
lensless optical system that encrypts the desired data into an intensity
pattern called joint Fresnel power distribution (JFPD). Like in the tra-
ditional JTC cryptosystem, the key is a random complex mask. To
further reduce the speckle contamination of the decrypted object and
enhance security, a nonlinear modification is performed. The
decryption protocol is performed through a Fresnel transform,
allowing to control the reconstruction plane and magnification of the
decrypted image. We will refer this system as a joint free space
cryptosystem (JFSC), because the encryption is achieved by the joint
interference of the freely propagated key and object waves.

As encryption methods evolved, additional parameters were
included to reinforce the security level and to allow for the multi-
plexing of data, ensuring that the object can be recovered only when
using the right combination of those optical parameters. In the lit-
erature, we find contributions where the wavelength [26,27], the

www.sciencedirect.com/science/journal/01438166
www.elsevier.com/locate/optlaseng
http://dx.doi.org/10.1016/j.optlaseng.2016.03.010
http://dx.doi.org/10.1016/j.optlaseng.2016.03.010
http://dx.doi.org/10.1016/j.optlaseng.2016.03.010
http://crossmark.crossref.org/dialog/?doi=10.1016/j.optlaseng.2016.03.010&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1016/j.optlaseng.2016.03.010&domain=pdf
http://crossmark.crossref.org/dialog/?doi=10.1016/j.optlaseng.2016.03.010&domain=pdf
mailto:john.barrera@udea.edu.co
http://dx.doi.org/10.1016/j.optlaseng.2016.03.010
https://www.researchgate.net/publication/45200420_Toward_nanoworld-based_secure_encryption_for_enduring_data_storage?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/236038474_Optical_encryption_and_QR_codes_Secure_and_noise-free_information_retrieval?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/258806905_Cryptography_Quick_response_codes?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/264746422_Experimental_scrambling_and_noise_reduction_applied_to_the_optical_encryption_of_QR_codes?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/263548993_Experimental_QR_code_optical_encryption_Noise-free_data_recovering?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/263548993_Experimental_QR_code_optical_encryption_Noise-free_data_recovering?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/38038584_Optical_Image_Encryption_Using_Input_Plane_and_Fourier_Plane_Random_Encoding?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/243482680_Optical_encryption_using_a_joint_transform_correlator_architecture?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/10848262_Secure_Optical_Data_Storage_with_Random_Phase_Key_Codes_by_use_of_a_Configuration_of_a_Joint_Transform_Correlator?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/258799049_Experimental_multiplexing_protocol_to_encrypt_messages_of_any_length?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/221895772_Experimental_multiplexing_of_encrypted_movies_using_a_JTC_architecture?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/253712811_Securing_information_using_a_digital_holographic_technique?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/223267764_Optical_encryption_with_a_reference_wave_in_a_joint_transform_correlator_architecture?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/265853171_Analysis_and_improvement_of_a_double-image_encryption_scheme_using_pixel_scrambling_technique_in_gyrator_domains?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/5784507_Optical_encryption_by_double-random_phase_encoding_in_the_fractional_Fourier_domain?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/222285705_Optical_image_encryption_by_cascaded_fractional_Fourier_transforms_with_random_phase_filtering?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/222784959_Optical_encryption_based_on_iterative_fractional_Fourier_transform?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/222736176_Optical_image_encryption_based_on_the_generalized_fractional_convolution_operation?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/5797667_Optical_image_encryption_with_multistage_and_multichannel_fractional_Fourier-domain_filtering?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/5782440_Optical_image_encryption_based_on_multifractional_Fourier_transforms?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/265853176_Modified_computational_integral_imaging-based_double_image_encryption_using_fractional_Fourier_transform?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/275156795_Asymmetric_multiple-image_encryption_based_on_the_cascaded_fractional_Fourier_transform?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/256973756_Image_encryption_and_authentication_verification_using_fractional_nonconventional_joint_transform_correlator?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/261068283_Nonlinear_optical_security_system_based_on_a_joint_transform_correlator_in_the_Fresnel_domain?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/24274849_Wavelength_multiplexing_encryption_using_joint_transform_correlator_architecture?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/publication/7761373_Multiple-image_encryption_by_wavelength_multiplexing?el=1_x_8&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/profile/Roberto_Torroba?el=1_x_100&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==
https://www.researchgate.net/profile/Alejandro_Velez_Zea?el=1_x_100&enrichId=rgreq-a16042f743454af43035d93bf8944318-XXX&enrichSource=Y292ZXJQYWdlOzI5OTQ1OTM0NjtBUzozNTcyNjQyMjY1NzAyNDBAMTQ2MjE4OTgzNzQwNw==


J.F.B. Ramírez et al. / Optics and Lasers in Engineering 83 (2016) 126–130 127
polarization [28], in-plane shifting [29], rotation [30], modulation [31],
axial shift [32], and other parameters were proposed and demon-
strated as valid encrypting parameters. In particular, studies regarding
the valid range of each of these parameters are crucial to establish the
adequate working conditions under which these parameters are
useful.

Although these studies are indicatives of the validity of the pro-
posed parameters, we still find that practical implementations are
bonded to restrictions arising from practical laboratory conditions. A
careful experimental study would reveal the actual behavior in a
laboratory environment. In particular, we find that the behavior of the
system cannot be explained by a single factor when the propagation
length is changed. Besides, a comprehensive study of the real effects of
this parameter requires an experimental implementation in order to
take into account for all possible factors.

Additionally, during the implementation of the experimental
setup, we explore the performance of the system as a function of the
object-camera and key-camera distances. We show that in the JFSC
scheme there is a gradual degradation of the recovered object as the
object-camera distance increases, resulting in a practical limitation on
the operational range of the system. Besides, the system tolerance to
axial displacements of the encryption key is significant. Both features
must be taken into account in any future implementation of this
system, either simulated or experimental.
2. Description of the architecture and the encryption–
decryption process

In the proposed JFSC architecture, we project in the input plane
of the optical system both the object to be encrypted and a blank
key window. This window determines the size of the encryption
key. We use a spatial light modulator (SLM) to display the object
and the key window in our physical setup, which limits their
maximum size and the details of the object due to its display
resolution and pixel size. We attach to the SLM a ground glass
diffuser covering both the object and the key window (Fig. 1),
which will provide both random phase masks.

As in the JFSC architecture, there is no lens that performs an
optical Fourier transform of the input plane, the pattern registered
by the CMOS camera corresponds to the free space propagation of
the input plane, which is described mathematically by a Fresnel
transform (FRT) [33]. Considering cðx; yÞ ¼ oðx; yÞrðx; yÞ with oðx; yÞ
the object to be encrypted, rðx; yÞ and lðx; yÞ random phase masks,
the last representing the encrypting key, the JFPD is then

Iðv;wÞ ¼ jCzðv;wÞj 2þj Lzðv;wÞj 2þCzðv;wÞLz�ðv;wÞe�4πiav

þCz
�ðv;wÞLzðv;wÞe4πiav ð1Þ

where Czðv;wÞ and Lzðv;wÞ are the Fresnel transforms of cðx; yÞ and
lðx; yÞ at propagation distance z, v¼ x=λz and w¼ y=λz are the
coordinates in the Fresnel plane, and λ is the wavelength. The
Fig. 1. Basic JFSC scheme. SLM spatial light modulator, GGD ground glass diffuser,
and z propagation distance.
exponential expressions will result in interference fringes in the
JFPD whose frequency will depend on the separation 2a between
key and object. Due to the limited pixel size of the recording
medium, this separation cannot be made arbitrarily large. In the
proposed JFSC, the maximum separation between key window
and object is given by [34]

a¼ z tan arcsin
λ

4Δx

� �� �
ð2Þ

where Δx is the pixel size of the CMOS camera. The intensity of
the FRT of object and key windows can be registered separately
and then subtracted from Eq. (1), resulting in

Iðv;wÞ ¼ Czðv;wÞL�z ðv;wÞe�4πiavþC�
z ðv;wÞLzðv;wÞe4πiav ð3Þ

These two terms can be isolated by performing the Fourier
transform (FT) of Eq. (3), obtaining

iðξ;ηÞ ¼ FT Czðv;wÞL�zv;wÞ� � � δðξþ2a;ηÞ
þFT C�

z ðv;wÞLzðv;wÞ� � � δðξ�2a;ηÞ ð4Þ

where FTfg represents the FT operation, the symbol � denotes
the convolution, and δðÞ is the delta Dirac function. The spatial
separation caused by the convolution with the delta functions
allows to select one of these two terms and to discard the other.
The selected term is digitally positioned in any desired spatial
coordinate x0; y0ð Þ, and then performing the inverse Fourier trans-
form (IFT), we obtain

Ezðv;wÞ ¼ Czðv;wÞL�z ðv;wÞe2πiðvx0 þwy0 Þ ð5Þ

In Eq. (5), we find the filtered encrypted object along a phase
factor with the object coordinates after decryption. In order to
recover the encrypted object, we must first multiply Eq. (5) by the
FRT of the encrypting key and then we perform the adequate
inverse Fresnel transform (IFRT). Attempting to decrypt without
multiplying by the correct key will result in a speckle pattern
instead of the original object.

Consequently, to accomplish the decryption process, we need
the information of the encrypting key. Since this information has
both phase and amplitude components, we use the off-axis digital
holography setup shown in Fig. 2.

In order to register the information of the encryption key
Lzðv;wÞ, we only project the key window on the SLM and register
the resulting hologram

Hðv;wÞ ¼ jPðv;wÞj 2þj Lzðv;wÞj 2þPðv;wÞL�z ðv;wÞþP�ðv;wÞLzðv;wÞ
ð6Þ
Fig. 2. Experimental setup to record the hologram of the encrypting key, CS col-
limation system, BS beam splitter, M mirror, and SLM spatial light modulator.
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here Pðv;wÞ is the reference plane wave that can be described as

Pðv;wÞ ¼ A exp � i2πzðv cosαþw cosβÞ� � ð7Þ

where A is the uniform amplitude of the reference wave, and α
and β are its tilt angles. Subtracting the central order terms j Lzðv
;wÞj 2 and jPðv;wÞj 2 from Eq. (6), and performing an FT we get

H ξ;η
� �¼ lz ξ;η

� � � δ ξþz cosα;ηþz cosβ
� �

þ lz
� ξ;η
� � � δ ξ�z cosα;η�z cosβ

� � ð8Þ

These remaining terms contain the information of the FRT of the
encrypting key and its complex conjugate. As we can see from Eq. (8),
the separation of these terms depends on the tilt of the reference
plane wave and the object-camera distance z. Therefore, due to the
limited pixel size of the recording medium, the tilt of the reference
plane wave must be carefully selected to ensure an adequate recor-
ding of the key hologram, yet large enough to avoid crosstalk between
these terms. Finally, the second term is discarded and the first term is
centered. Then, by performing the inverse Fourier transform, we get
Lzðv;wÞ.

An authorized user can access the original information after
getting the encrypted data and the information of the encrypting
key. In order to recover the encrypted object, we multiply Eq. (5)
by Lzðv;wÞ, obtaining

Ezðv;wÞ ¼ Czðv;wÞLzðv;wÞL�z ðv;wÞe2πiðx0vþy0wÞ ð9Þ

As Lzðv;wÞ is taken to be approximately a phase only function
[35], the product of Lzðv;wÞ with its complex conjugate is then
equal to 1. After using this approximation, we obtain

Ezðv;wÞ ¼ Czðv;wÞe2πiðx0vþy0wÞ ð10Þ

And performing the IFRT, we finally obtain

eðx; yÞ ¼ cðx; yÞ � δðx�x0; y�y0Þ ð11Þ

which represents the decrypted object positioned at the desired
coordinates ðx0; y0Þ. As the previous discussion shows, in this architec-
ture, the decryption process requires not only the encrypted data and
the encryption key, but also the value of the propagation distance z, in
order to perform the adequate IFRT required for the recovery of the
original information.
Fig. 3. (a) Original object. (b) JFPD of (a). (c) Decrypted object with
3. Experimental results

The experimental results shown in this paper were obtained with
the setup of Fig. 2. All objects were registered using an EO-10012M
CMOS camera with pixel size 1:67� 1:67 μm and resolution of 3840
�2748 pixels. The illumination source was a DPSS laser with a
wavelength of 532 nm. The object and key windows have a size of
3:2 mm� 3:2 mm with 3:87 mm of separation and are projected on
a Holoeye 2002 SLM with a resolution of 800� 600 pixels and a pixel
size of 32 μm� 32 μm. In order to perform the axial shift tests, a
50 cm linear stage was used.

We test the basic capabilities of the experimental JFSC by emp-
loying the letter A as object (Fig. 3(a)). Fig. 3 shows the experimental
results using the procedure described in Section 2. In this case, the
distance between the input and output planes is z¼ 350 mm, and we
register the JFPD using a CMOS camera (Fig. 3(b)). When using the
correct key, the original information is retrieved (Fig. 3(c)), with a level
of speckle noise comparable to other optical cryptosystems. As
expected, it is not possible to recover the object when decrypting with
an incorrect key (Fig. 3(d)).

Additionally, we test the decryption results of objects regis-
tered with different object-camera distances, as shown in Fig. 4.

If we maintain the laser intensity and the camera gain both equal
when registering the JFPD and the key hologram at different distances,
we can appreciate a qualitative degradation of the recovered object.
Notice the gradual loss of intensity and the increase in speckle size of
the decrypted image shown in Fig. 4 as we increase the distance
object-camera. In order to measure the degradation of the image
quality as a function of the propagation distance, we calculate the
normalized mean square error (NMSE) between the decrypted object
from a JFPD registered with different object-camera distances mz p; qð Þ
and the original object m p; qð Þ. Then, the NMSE is defined by

NMSE¼

PN;M
p;q

jm p; qð Þ�mz p; qð Þj 2

PN;M
p;q

jm p; qð Þ�mw p; qð Þ 2
��

ð12Þ

where p; qð Þ are the pixels coordinates, N and M are the number of
horizontal and vertical pixels of the recovered message, respectively,
and mw p; qð Þ is the worst expected case.
the correct key. (d) Decrypted object with the incorrect key.
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Fig. 4. Right decryption of an encrypted object registered at (a) 250 mm, (b) 300 mm and (c) 350 mm.

Fig. 5. NMSE curve for the retrieved objects using JFPD registered at different
object-camera distances, compared to the original object.

Fig. 6. NMSE curve for the retrieved objects using decrypting keys registered at
different key-camera distances, compared to the original object (see Media 1).

J.F.B. Ramírez et al. / Optics and Lasers in Engineering 83 (2016) 126–130 129
The experimental results of Figs. 4 and 5 show that there is a loss
of spatial frequencies due to the limited sensor size of the CMOS
camera. The exact ranges for optimal operation of the JFSC will
depend on several factors like: object size and complexity, key win-
dow size, camera sensor size, resolution and properties of the diffusor.
Therefore, the optimal operation range is not arbitrarily large in any
experimental implementation.

The presented system works by allowing the free propagation of
the light coming from both key and object, in order to produce the
JFPD. This free propagation distance is the new main parameter that
becomes available when using this architecture. We now proceed to
study the tolerance of the decryption to an axial displacement of the
key. In order to perform this test, an object is encrypted with an obj-
ect-camera distance z of 350 mm and then decrypted using decryp-
tion keys registered in different planes. The quality of the decrypted
objects with the shifted keys is then measured using the NMSE metric
with the original object as reference. The NMSE between the
decrypted object using decrypting keys registered at different key-
camera distances mz p; qð Þ and the original object m p; qð Þ is shown
in Fig. 6.

Supplementary material related to this article can be found
online at: doi:10.1016/j.optlaseng.2016.03.010.

Fig. 6 shows that the decrypted object can be recognized within a
range of 1 cm. When the decryption key is displaced outside this
range, the right decryption is no longer achieved. This range demo-
nstrates the existence of a decoding tolerance thus breaking the
desired behavior of the cryptosystem to adequately protect the enc-
oded data for any decryption outside the right distance. Therefore, any
scheme involving the propagation length as an additional security
measure or as part of a protocol leading to data multiplexing, to
mention two examples, would have to take into account this toler-
ance. In Media 1, we can see the effect of the key displacement, where
each frame represents 2 mm of axial displacement. Similar to the
range of optimal operation of the JFSC, an exact tolerance value will
depend on several factors. However, any intent to optimize the system
behavior would acknowledge the fact that this tolerance range cannot
be made arbitrarily small.

Due to the nature of the Fresnel transform, if an unauthorized user
acquires the actual encryption key but has no knowledge of the right
object-key distance, he can easily find it by successive propagations.
4. Conclusions

In this contribution, the experimental implementation and the
corresponding theoretical analysis of a joint free space cryptosystem is
presented. The experimental results demonstrate the ability of the
encrypting system to protect data. As usual, the user can recover the
original information when accessing the encrypted data and the right
decoding key. The decrypting protocol is simple in the sense that it
does not involve cumbersome procedures while keeping all the
security standards, and the decrypted results present the same char-
acteristics of any encrypting architecture. Additionally, an experi-
mental analysis of the object-camera and key-camera distances was
performed. Although these parameters can be used as additional
security measures, the system exhibits a tolerance to changes in these
parameters large enough to warrant a careful consideration of
their use in any practical application. On the other side, from an
experimental point of view, we remark that this alternative optical
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architecture is simpler than others as it does not require lenses; thus,
the associated aberrations, focal length restrictions and alignment
issues are removed.
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